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Abstract

In an era of ubiquitous data collection, platform dominance, and AI-mediated gov-

ernance, the implicit social contract of digital life is increasingly shaped by a small

number of private actors rather than by democratic deliberation. This position paper

advances a dignity-centric Digital Social Contract grounded in data sovereignty, human

dignity, and data personalism: the view that personal data are rights-laden emanations

of the person and should be protected, in substance, as a human right, not treated as

neutral inputs or tradable commodities. Drawing on social contract theory and inter-

disciplinary scholarship across law, ethics, economics, computer science, sociology, and

political philosophy, we diagnose how data�ed infrastructures and surveillance-based

business models convert everyday traces into pro�les, predictions, and consequential

decisions at scale, concentrating informational power and weakening meaningful con-

sent, autonomy, and civic trust. Against this backdrop, we contrast DatAIsm (an ex-

tractive paradigm that reduces persons to datapoints and optimizes for prediction and

control) with HumAIsm, which recenters the human subject and the irreducibility of

dignity to mere calculation. We then articulate an operational governance architecture

organized around six interlocking dimensions: (1) technological design and oversight

through Dignity-by-Design, (2) limits to automation and meaningful human control,
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(3) contextual valuation, redistribution, and incentives, (4) political�institutional le-

gitimacy and multi-actor governance, (5) sociocultural cohesion and the digital com-

mons, and (6) legal�regulatory guarantees. The framework is operationalized through

auditable organizational tools (principles, non-negotiable limits, and DbD checklists)

aimed at aligning innovation with autonomy, equality, and human �ourishing. Rather

than o�ering a closed blueprint, we conclude by articulating open questions and tensions

intended to foster interdisciplinary debate and guide future research.

Keywords: Digital social contract; personal data as a human right; data sovereignty;

human dignity; data personalism; Dignity-by-Design; human disruption.
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1 Introduction

No previous generation has experienced a technological transformation comparable in scale

and scope to the one currently unfolding. A broad body of scholarship argues that con-

temporary digital transformation constitutes a historically singular recon�guration of the

material, economic, and institutional foundations of society (Castells, 1996; Brynjolfsson

and McAfee, 2014). We are living through what historians describe as �critical junctures�

(McChesney, 2007) or �constitutive moments� (Starr, 2004): relatively brief periods in which

technological, political, and social change opens paths of development whose consequences

are long-lasting and di�cult to reverse. In the digital realm, this juncture is also marked by

a transformation in the architecture of visibility: participation is increasingly mediated by

systems that record, infer, and act upon behaviour continuously: an incipient Panopticon

2.0 in which being observable becomes a condition of ordinary social life.

From this perspective, Ferguson's The Square and the Tower (2017) usefully frames

technological disruption as a shift in the balance of power between hierarchies and networks.

History, Ferguson argues, is shaped not only by formal, vertical institutions, but also by

informal, horizontal networks that operate across and beneath them. Periods of hierarchical

stability are repeatedly unsettled by agile networks that introduce innovation, dissent, or

subversion, after which institutions attempt to regain control through regulation, incorpo-

ration, or co-optation. Contemporary digital platforms and social media are thus not an

absolute novelty, but a technologically accelerated iteration of earlier communication revolu-

tions, raising familiar questions about authority, legitimacy, and governance under conditions

of heightened complexity.

At the end of the twentieth century, two major technological forces converged: the in-

ternet and mobility. This convergence gave rise to what is commonly known as Web 2.0

(O'Reilly, 2005), a phase in which individuals not only access a near-universal repository of

information but also generate and disseminate content continuously and ubiquitously. This

shift enabled the rise of digital platforms, rede�ning network e�ects and giving concrete

expression to what Castells (1996) described as the �network society.�

Digital infrastructures now mediate core domains of social life: communication, com-

merce, work, education, health-related information practices, and political participation.

These infrastructures are no longer peripheral tools. They operate as background conditions

for social coordination and institutional functioning. Over the last three decades, networked

computing, mobile connectivity, and data-intensive services have produced a shift that many

scholars describe as structural rather than incremental: a reorganisation of how value is cre-

ated, how coordination occurs, and how authority is exercised (Castells, 1996; Brynjolfsson
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and McAfee, 2014; van Dijck, 2014). The transition from �digitisation� to �data�cation�

matters here. It marks a move from using digital systems to support pre-existing activities

to using those systems to record, predict, and shape behaviour at scale, often through con-

tinuous data capture and algorithmic optimisation (van Dijck, 2014; Mayer-Schönberger and

Cukier, 2013). In this environment, platforms increasingly function not only as �rms, but as

intermediating infrastructures that organise markets, social relations, and public discourse

through standard-setting, access control, and the design of interaction itself (van Dijck et al.,

2018; Bratton, 2016).

As data collection becomes routine and inference becomes scalable, the practical terms

of participation in the digital sphere are increasingly set by a small number of platforms.

These terms are set in at least three ways. First, they are set through technical design:

defaults, interoperability constraints, identity architectures, ranking and recommendation

systems, interface frictions, and the systematic use of engagement metrics to optimise atten-

tion and behaviour (van Dijck et al., 2018; Pasquale, 2015; Zubo�, 2019). Second, they are

set through contractual architecture: standardised terms, unilateral policy changes, and the

combination of �take-it-or-leave-it� access conditions with complex privacy notices that few

users can meaningfully evaluate (Cohen, 2013; Solove, 2024). Third, they are set through

automated governance: large-scale content moderation, de facto speech rules, selective visi-

bility, and algorithmic curation that determines what is ampli�ed, suppressed, or monetised

(Gillespie, 2010; Pasquale, 2015; van Dijck et al., 2018). This platform-based rulemaking

increasingly operates alongside, and sometimes in tension with, the legal and moral ideals

that support democratic societies. Rights such as autonomy, due process, equality, dignity

and transparency may remain formally recognised, yet the everyday operational rules that

shape digital life are often de�ned through private ordering and opaque systems rather than

through public, contestable procedures (Cohen, 2013; European Data Protection Supervi-

sor, 2015; Mantelero, 2022). The result is a widening gap between rights �on the books�

and the lived experience of dependence on digital infrastructures for ordinary social and

economic participation (Zubo�, 2019; Véliz, 2020). Seen through a panoptic lens, these ar-

rangements approximate an architecture of asymmetric visibility: many are rendered legible

and governable, while the mechanisms and purposes of observation remain largely opaque.

The panopticon metaphor captures several features of this shift. First, surveillance can

be e�cient: control scales when observation is automated and when users cannot verify

when, how, or by whom they are being monitored. Second, the focus is not only on de-

tecting deviance but on training and normalising behaviour, increasingly through statistical

benchmarks derived from aggregated traces. Third, the locus of observation is dispersed: the

�tower� is no longer a single vantage point but a distributed assemblage of devices, platforms,
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intermediaries, and models. Fourth, the result can be self-discipline and behavioural steer-

ing even without overt coercion, because interfaces, defaults, rankings, and recommendation

systems make certain actions frictionless and others costly. Finally, technical illiteracy and

infrastructural opacity mean that many users cannot `see' the control room, even while it

can see them.

The central problem is therefore not only privacy in the narrow sense of secrecy or con�-

dentiality. It is the expansion of asymmetric informational power, a form of panoptic power

that moves from episodic watching to continuous inference, classi�cation, and behavioural

shaping: the capacity to observe, infer, classify, and act on individuals and groups at scale,

often across borders and with limited contestability (Couldry and Mejias, 2019; Susser et al.,

2019). This asymmetry grows more consequential as organisations shift from storing traces

to producing pro�les, predictions, and automated decisions that a�ect access to opportuni-

ties, visibility, and resources. Pro�ling and scoring systems, for example, can reproduce and

amplify structural inequalities when the underlying data re�ect existing social disparities

and when models operate as opaque gatekeepers to credit, employment, housing, educa-

tion, or reputational standing (Barocas and Selbst, 2016; O'Neil, 2016; Mantelero, 2022).

These systems also enable forms of in�uence that are di�cult to detect and contest in

practice, including microtargeting, choice architecture manipulation, and other techniques

of behavioural steering embedded in the attention-driven platform economy (Tufekci, 2014;

Susser et al., 2019; Zubo�, 2019). In parallel, cross-context data aggregation and inference

transform �behavioural exhaust� into sensitive attributes and vulnerability signals, inten-

sifying the mismatch between what users think they disclose and what systems can infer

(Acquisti et al., 2016; Mayer-Schönberger and Cukier, 2013).

At the same time, data increasingly function as a production input and a source of durable

market power. This is not merely because data support better prediction. It is because data

interact with increasing returns to scale, complementarity with compute and talent, and

network e�ects that can entrench incumbent advantages (Jones and Tonetti, 2020; Varian,

2018). Formal accounts of �rm dynamics show how data accumulation can reinforce domi-

nance through feedback loops: more users generate more data; more data improve products

and targeting; improved products attract more users; and the cycle repeats (Farboodi et al.,

2019). These dynamics complicate standard assumptions about contestability and entry,

since advantages depend not only on capital investment, but on accumulated behavioural

and relational data and on the learning processes built on top of them (Farboodi et al.,

2019; Jones and Tonetti, 2020). As a result, competition concerns converge with governance

concerns: market structure becomes tightly coupled to informational asymmetry, and both

shape the practical room for user agency.
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This challenges not only privacy but human dignity itself, insofar as it undermines au-

tonomy and the status of individuals as co-authors of the social order (de Hingh, 2018).

Economically, the current data regime resembles a highly unequal and incomplete market:

users supply an essential production input while capturing little of the resulting value, re-

inforcing proposals to conceptualise data as labour rather than as a costless by-product

(Arrieta-Ibarra et al., 2018).

Regulatory frameworks, most prominently the GDPR and related EU initiatives, have

strengthened baseline protections and clari�ed principles of lawful processing, purpose lim-

itation, minimisation, and accountability (Parliament and Council of the European Union,

2016). Yet practical enforcement remains di�cult in ecosystems characterised by cross-

border operations, technical opacity, and rapid innovation cycles. Investigations and reme-

dies often require audit access, technical expertise, and sustained capacity that many institu-

tions struggle to maintain, especially when harms arise from complex chains of intermediaries

and from probabilistic inference rather than from discrete, observable violations (European

Parliamentary Research Service, 2021; Pasquale, 2015). The result is a persistent mismatch

between the formality of rights and the lived realities of platform dependence, where individ-

uals may nominally hold protections but lack practical leverage, intelligibility, and e�ective

exit options (Solove, 2024; Cohen, 2013).

A large interdisciplinary literature diagnoses parts of this mismatch, but it does so in

partially separated registers. Political economy accounts explain how platform business

models monetise behavioural data and attention, and how this can concentrate power and

reshape both markets and the public sphere (Zubo�, 2015; Srnicek, 2017; van Dijck et al.,

2018; Couldry and Mejias, 2019). Legal scholarship documents the limits of notice-and-

consent governance under conditions of complexity, lock-in, and information asymmetry,

and questions whether individual choice can plausibly legitimise downstream data uses that

are opaque, continuous, and inference-driven (Bergemann et al., 2018; Solove, 2024). Eco-

nomic research clari�es why data di�er from conventional goods, especially due to nonrivalry

and scale e�ects, and why data accumulation can reinforce incumbency advantages, raising

competition and welfare concerns that conventional tools often address only imperfectly

(Jones and Tonetti, 2020; Farboodi et al., 2019). Finally, technical and policy work develops

privacy-enhancing technologies and governance instruments, but it also shows that uptake

is uneven where incentives favour maximising extraction rather than minimising risk, and

where compliance is treated as a procedural layer rather than as a binding design constraint

(Acquisti et al., 2016; European Data Protection Supervisor, 2015; High Level Expert Group

on Arti�cial Intelligence, 2019). Critiques from data studies and science and technology stud-

ies add that �big data� are never raw, neutral, or complete; they are shaped by selection,
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measurement, institutional incentives, and interpretive frames, which a�ects both accuracy

and legitimacy in downstream decision-making (Boyd and Crawford, 2012; Gitelman, 2013;

Kitchin, 2014). Taken together, these strands converge on a shared diagnosis: contemporary

digital participation is governed through infrastructures that generate structural asymme-

tries of power, while existing legal and institutional mechanisms often struggle to make rights

e�ective under conditions of scale, opacity, and dependence.

In parallel, scholars and policy actors increasingly frame these tensions through the lan-

guage of a �digital social contract.� The term appears in distinct traditions: workplace and

organisational contexts shaped by digital visibility (Berkelaar, 2014), cybersecurity gover-

nance (Clinton and Perera, 2016), and normative proposals for a more just digital society

(Cardelli et al., 2020; Srinivasan and Ghosh, 2023). Related debates on �digital sovereignty�

have expanded rapidly, but they often diverge in focus: some emphasise state capacity and

jurisdictional control, others stress industrial strategy and technological autonomy, and oth-

ers prioritise user agency and rights (e.g., Pohle and Thiel, 2020; Hummel et al., 2021; Floridi

et al., 2024). These perspectives provide valuable insights, yet they rarely converge on a sin-

gle, implementable framework that links normative commitments to operational governance

across the full data lifecycle.

This paper addresses a speci�c gap that emerges from this fragmentation. Existing ac-

counts often do one of four things. First, they o�er powerful diagnoses, such as surveillance

capitalism, data colonialism, platform oligopoly, but provide limited guidance on how to

translate those diagnoses into enforceable design constraints and institutional duties. Sec-

ond, they propose technical controls (including privacy-by-design and PETs) without a clear

normative account of which uses should be prohibited even when technically feasible or

nominally consented to. Third, they rely on individual consent and self-management as the

primary legitimising mechanism, despite extensive evidence that individuals cannot realisti-

cally evaluate or negotiate the downstream consequences of modern data processing (Solove,

2024). Fourth, they treat sovereignty primarily as a state attribute, even though many of the

practical levers that shape digital life operate through transnational private infrastructures

and through collective-action problems that individual choice cannot solve.

Our contribution is to integrate these strands into a dignity-centric Digital Social Con-

tract that is both normatively grounded and operationally oriented. The core move is con-

ceptual and institutional. Conceptually, we defend a data-personalist position: personal data

are not neutral inputs or ordinary commodities, but rights-laden emanations of the person

that remain connected to autonomy, equality, and dignity (Floridi, 2016; de Hingh, 2018;

European Data Protection Supervisor, 2015). This framing supports a rights-�rst baseline

for personal data governance that does not depend on consent alone (notwithstanding the ex-
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istence of exceptions or additional legal basis for the processing of personal data that in some

jurisdictions can be applied for speci�c cases). Institutionally, we treat data sovereignty as a

multidimensional construct that combines protection, participation, and provision, thereby

connecting fundamental rights, legitimate governance, and practical guarantees that make

those rights e�ective in real systems (Abbas et al., 2024). We also recognise that personal

data increasingly operate as a production factor, which makes distributive questions un-

avoidable while not collapsing dignity into a price mechanism (Arrieta-Ibarra et al., 2018;

Jones and Tonetti, 2020).

To make this framework usable, the paper develops three linked outputs that correspond

to the gap identi�ed above. First, Section 2 builds the theoretical foundations by con-

necting classic social-contract assumptions to the digital condition and by clarifying why

inference-driven systems and cross-border platform infrastructures strain territorial enforce-

ment, democratic legitimacy, and meaningful agency. Second, Section 3 translates the nor-

mative stance into six operational dimensions for dignity-centric governance, technological,

ethical, economic, political-institutional, sociocultural, and legal-regulatory, so that gover-

nance is not reduced to a single discipline or instrument. This section also proposes Dignity-

by-Design (DbD) as a practical method for linking human-rights commitments to system

requirements, auditability, and enforceable organisational duties. Third, Annex 1 proposes a

research and evaluation agenda designed to support cumulative progress rather than one-o�

prescriptions, including interdisciplinary metrics and stress tests that can be applied across

sectors and jurisdictions.

This approach di�ers from prior �digital social contract� proposals by combining four

elements in a single framework: (i) a dignity-based account of the moral and legal status

of personal data; (ii) a sovereignty model that integrates rights, agency, and operational ca-

pacity rather than treating control as an individual interface feature; (iii) an explicit bridge

from normative claims to design and governance obligations through DbD; and (iv) an evalu-

ation programme oriented toward implementation, measurement, and institutional learning.

At the same time, our proposal remains continuous with earlier work: it adopts the social-

contract lens to organise legitimacy questions, draws on established analyses of platform

power, and treats technical governance as necessary but insu�cient unless supported by

enforceable institutional arrangements.

Relative to the Global Digital Compact and the Council of Europe AI Convention, this

work positions itself at the �meso-level� between principle-setting and implementation. The

Global Digital Compact provides a broad agenda for digital cooperation, covering a safe and

secure digital space, data governance, and international AI governance, but, by design, it

remains general and programme-like. The Council of Europe's AI Convention o�ers a rights-
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based lifecycle frame for AI activities, yet it does not on its own resolve the wider political

economy of the data economy (inference markets, platform lock-in, and the distribution of

data-generated value). The dignity-centric Digital Social Contract advanced here is there-

fore complementary: it identi�es the inference layer as the primary locus of contemporary

power, proposes categorical red lines where nominal consent cannot legitimise extraction or

high-stakes automation, and o�ers a concrete design-and-audit method (Dignity-by-Design)

to translate human-rights commitments into system requirements that organisations and

regulators can test. In this sense, the framework can function as a practical bridge for imple-

menting GDC commitments and operationalising the AI Convention's lifecycle governance,

while remaining consistent with their shared human-rights orientation and multi-actor gov-

ernance ambitions.

The remainder of this paper is organized as follows. Section 2 develops the theoretical

foundations of a data-personalist social contract. Section 3 articulates six operational di-

mensions for dignity-centric personal data governance. Section 4 proposes a research and

evaluation agenda. For reasons of length, the operational policy blueprint that translates the

six dimensions into implementable institutional levers and enforcement principles is provided

in Annex 1. To enhance conceptual clarity and avoid terminological ambiguity, Annex 2 sets

out explicit de�nitions of the core concepts used throughout the paper, specifying the precise

meanings and theoretical assumptions adopted in our framework.

2 Theoretical Framework: From Classic Social Contracts

to a Dignity-Centric Digital Social Contract

We build the theoretical framework for a dignity-centric Digital Social Contract in three main

steps (Figure 1). First, under the question who governs we recall the classic social contract

and show how digital infrastructures strain its territorial, juridical, and subjective founda-

tions through a connected sequence of failures in territoriality, enforcement, norm-setting,

and legitimacy. Then, we reframe the response in terms of data sovereignty, understood as

protection, participation, and provision. We move then to the question what is governed

and clarify how data are transformed into information and knowledge, and why inference

and bias turn epistemic processes into forms of power�an issue that AI ampli�es but does

not create ex nihilo, since many AI privacy failures are best understood as remixed and

intensi�ed versions of longstanding data-collection, inference, and decision-making problems

(Solove, 2025). Finally, we focus on the question why protecting and limiting, in which we

emphasize why protection requires institutions. Then we contrast DatAIsm and HumAIsm
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and introduce data personalism as a normative position about the human person. After-

wards, we ground personal data in a human-rights baseline that cannot rely on consent alone

or as the main lawful basis and recognize personal data as a production factor, to draw the

corresponding distributive implications. Finally, we propose a Dignity-Centric Digital Social

Contract as the institutional solution to these failures: a framework that re-anchors data

governance in human dignity, makes protection enforceable across the full data�information�

knowledge chain, and coordinates rights, design obligations, and distributive mechanisms so

that innovation remains possible without reproducing extraction, opacity, and asymmetric

control. This framework then motivates the dimensions and design principles developed in

Section 3.

WHO GOVERNS?

Crisis of territoriality
Enforcement gaps
Privatized norm-setting
Legitimacy deficit

 Data Sovereignty
(Protection, Participation,
Provision)

Theoretical Foundations of a Dignity-Centric Digital Social Contract

WHAT IS GOVERNED?

Data→ Information→
Knowledge

Inference and profiling
Bias and asymmetry
AI amplifies power

WHY PROTECT AND
LIMIT?

DatAIsm vs HumAIsm
Data personalism
Human-rights baseline
Non-waivable limits

DIGNITY-CENTRIC DIGITAL SOCIALCONTRACT

Rights-first baseline + Dignity-by-Design (DbD)
Personal data as dignity-relevant emanations of the
person
Governance across Data–Information–Knowledge chain

Figure 1: Foundations of a Dignity-Centric Digital Social Contract.

2.1 Who governs?

2.1.1 Classic Social Contracts and the Digital Condition

Although the origins of the social contract theory can be found in Plato and Socrates, Hobbes,

Locke, and Rousseau popularized the concept in the eighteenth century (Hobbes, 2012;
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Locke, 1988; Rousseau, 1997). More recently, led by John Rawls, a great variety of social

contract theories have been proposed (Liaropoulos, 2020). All versions attempt to explain

why rational individuals would voluntarily consent to give up their natural freedom to form

and legitimate a society where living together under common laws and social enforcement

mechanisms.

The classical social and political architecture, which would permit people collectively

enjoy the bene�ts of political order, is based on three components: (a) national identity:

citizen as a subject of a state; (b) legal or juridical identity: citizen as a holder of rights and

duties and (c) subjective identity: citizen as an aware, rational and a�ective being (Boucher

and Kelly, 1994).

The evolution of the XXI century is showing some paradigmatic contradictions with the

social contract described in each of its three elements.

The digital condition stresses the classic juridical architecture of the social contract

through a connected sequence of failures: territoriality, enforcement, normative displace-

ment, and legitimacy.

First, there is a crisis of territoriality. Digital life is organised through transnational

infrastructures (platforms, clouds, content distribution, cross-border data �ows) in which

actors, processing operations and e�ects are distributed and often opaque. This complicates

the basic public-law coordinates that make rule-making and adjudication workable: identi-

fying the competent authority, determining the applicable law, and allocating responsibility

along technically fragmented chains.

Second, this deterritorialisation translates into a crisis of enforcement. Even where legal

systems claim extraterritorial reach (through market- or e�ects-based connecting factors),

e�ective enforcement depends on investigatory capacity, access to evidence, auditability of

socio-technical systems, and credible coercion against globally scaled �rms. The result is a

structural gap between formal validity and practical e�ectiveness: rights may exist in law,

yet remain di�cult to exercise and even harder to vindicate where harms arise from opaque

pro�ling, inference, and automated decision-making.

Third, the enforcement gap accelerates a privatisation of normativity. In practice, a

signi�cant portion of the rules that govern participation in the digital sphere are produced

and executed through private ordering and technical architecture: terms and conditions,

unilateral policy updates, contractual standardisation, interface design, recommender logics,

app-store governance, and access controls. This is not merely contractual freedom; it is

a form of infrastructural regulation in which compliance is achieved by design (through

defaults, friction, ranking, exclusion or deplatforming) rather than through the guarantees

and publicity typical of public law.
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Finally, this displacement produces a legitimacy de�cit. When de facto rules shape rights,

opportunities, and public discourse while being set by private actors and enforced through

automated systems, the classical sources of normative authority weaken: democratic author-

ship, transparency, due process, proportionality, reason-giving, and e�ective remedy. The

core problem is therefore not only regulatory capacity, but justi�cation: who sets the rules of

digital life, under what title, with which safeguards, and with what accountability to those

subject to them.

This four-step sequence provides the legal background for the tensions analysed below

in the three classic components of the social contract: territorial identity, juridical identity,

and subjective identity.

A) Territoriality. The state-nation is �rstly a territory with well delimited borders that

generates speci�c sociopolitical realities, which bind the citizens of that state-nation but

not foreign people. In the same way, the direct e�ects of those sociopolitical realities are

circumscribed to the interior of territory. Thus, territoriality makes it possible to determine

who is in and who is out of these realities, who is a citizen and who is not. Only citizens

subscribe to the social contract.

Globalization, digitalization and technological disruption, which characterize the Fourth

Industrial Revolution, are breaking the stable territoriality framework described above. Al-

though the revolution is based on a technological upheaval, its most important e�ect of this

is its socio-political nature (Chandler, 2015).

(a) One of the e�ects of the integration of many more countries into the global econ-

omy is the blurring of the state's frontiers and the change of their governance structures

(Wahl and Bull, 2014), the deterritorialization of politics (Choucri, 2012). The widespread

globalization impact contrasts with the absence of any overarching global authority capable

of facilitating competitive global markets, undermining the e�ectiveness of regulation and

bypassing mechanisms of responsibility (Spraul and Höfert, 2021; Scherer et al., 2016).

(b) The second factor which explains the death of the territoriality as main classical social

contract element is the cyberspace, a territory with ubiquitous nature, vast scale and scope,

instantaneity, and nontransparent and often complex interconnections. This new reality

reshapes contemporary theory, policy, and practice. While with globalization territoriality

has not ceased to exist, but has extended to blur borders, cyberspace extends borders so much

that it renders them useless, because in a global and hyper-connective society, states can no

longer be the sole security providers (Clinton and Perera, 2016) requiring the coordination of

all stakeholders. Cyberspace constitutes a fundamentally new domain that, together with the

users' evolving habits, requires fundamentally new government system or new international
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legal instruments.

(c) While globalization weakens and cyberspace makes useless state sovereignty by ex-

tension, disruptive technology (the triumvirate of data/algorithms/AI) destroys territoriality

in its roots. Following Hobbes, we can distinguish between (1) communities established by

institution, through a mutual agreement of free individuals, and (2) communities formed by

acquisition, by conquering a pre-existing sovereignty. In the former, subjects authorize and

make the sovereign their representative. This authorization requires a real contract: the

subject obeys the sovereign because they have agreed to do so and, moreover, because they

have agreed to authorize the punishment of those who disobey. Conversely, in communities

formed by acquisition, foreigners, now citizens, are forced to accept the new sovereignty and

relinquish the previous one without authorization, but with an obligation of obedience and

all the associated responsibilities. The triumvirate transforms people into technological cit-

izens subjected to a cyberspace of vast capabilities without their conscious consent. Within

it, they are responsible, yet the state to which they belong cannot provide them with the

necessary security. Shin and Shin (2025) argue that algorithmic fact-checking constitutes

much more than a technical intervention; it marks a paradigmatic shift in how truth is op-

erationalized, distributed, and institutionalized in the digital age. Because of this, these

AI-based systems demand not only technical scrutiny but philosophical and sociotechnical

re�ection, one that situates algorithmic truth within broader infrastructures of knowledge

governance.

The asymmetry of power between citizens and those powerful outsiders creates vulnera-

bilities that threaten democratic values and human rights. Speaking about big data, Couldry

and Mejias (2019) argue that this re�ects a new form of colonialism, where global platforms

extract value from populations in ways that replicate historical patterns of exploitation.

B) Legal or juridical identity. Since legal rights are morally plausible as products of

legitimate institutional processes, states defend and uphold them. Institutional development,

if it occurs, must at least justify the same procedural legitimacy. However, when territoriality

erodes, impacting the intrinsic values of participation, transparency, neutrality, and fairness

in procedural justice (Yang et al., 2024), at least two basic problems arise: (a) the emergence

of open disputes over the governance of the new space, and (b) the emergence of stakeholders

who, being external to governance, have the power to impose rules.

(a) To the extent that states cannot guarantee the social contract of a global and hy-

perconnected society, they are forced to share their legitimacy with international and non-

governmental institutions, private companies, and other non-state actors. For example,

while the e�ectiveness of global regulatory control is declining, proactive and �exible cor-
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porate action is increasing, with voluntary self-regulation being a strategic response to the

new environment (Vitiea and Lim, 2019). At the same time, a wide range of actors and

groups, and governance systems that did not exist a few years ago, are emerging, with which

the State is now forced to share its authority (Qiao et al., 2022). The central question,

undoubtedly, is which norms, regulations, and institutions legitimately �close� the structure

of this new space. Several authors who describe the end of governmental primacy and the

evolution of public regulation point to the need for a polycentric governance model with new

forms of multilateral and non-territorial regulation (Bäckstrand et al., 2017).

(b) When Mark Zuckerberg (2017) described Facebook as a �Global Community� that

would govern the planet in most aspects of life, where each user could vote on �global issues

that transcend national borders� and �participate in collective decision-making,� he was

thinking of new rules unrelated to those described in the previous point. That is, of new

actors and new rules not legitimized through established channels, in what some have called

a silent transfer of sovereignty to third parties (Cassese, 2003). We refer to the emergence

of large and powerful outsiders, citizens of nowhere, such as platform monopolies as Google,

Facebook, Apple and Amazon, which, although they do not possess physical territory, can

deeply in�uence any citizens (Shadmy, 2019) without citizens being protected by the law and

regulations, the police, the courts or other similar institutions typical of the social contract.

In this sense, we agree with Bratton's (2016) idea: platforms are not technical architectures

but institutional structures. The ability of the states and markets to regulate platforms

is low (Shadmy, 2019), being undermined due to monopolistic circumstances (Al-Rodhan,

2014). New regulations and structures are needed to ensure that the contract of adhesion

will not be used solely for commercial or partisan purposes, but rather for broader societal

goals and digital public good (Ghosh and Scott, 2018). Such laws must achieve two main

things: (a) they must restrain those entities which control a disproportionate amount of

data, and (b) they must ensure the enforceability of such laws.

C) Subjective identity. The social contract requires a voluntary agreement between

individuals, resting upon the trust on a speci�ed, undertaken, ful�lled, and fairness system.

If potential signatories were to doubt, it would no longer be rational for them to contract or

cooperate. States should allow for legal security that enables citizens to perceive satisfaction

and tranquility by observing how the catalog of values possessed by the legal system, which

is the product of their agreement, is guaranteed and, in turn, how it materialized. Moreover,

social contract presupposed something like a rough equality of stakes.

The individual is rationally oriented towards the achievement of their basic interests

within a regime of shared sovereignty that uni�es them and allows them to freely and volun-
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tarily subordinate their particular interests to the larger whole. In this system, individuals

develop a sense of shared membership oriented toward what unites them in a common polit-

ical order, rather than what divides them or is imposed upon them (Rousseau, 1997). These

sovereign individuals share a similar model of conduct, way of life, or expectations about

how others will behave, so that they interact with each other in terms of social and familial

contractual relationships no less than in their political life.

Drawing on a social contract perspective, Abbas et al. (2024) distinguish three interre-

lated facets of sovereignty: (a) protection (upholding fundamental rights and safeguards), (b)

participation (enabling meaningful individual and collective agency in governance), and (c)

provision (deploying technical, organizational, and legal-operational guarantees that make

those rights real).

In the triumvirate conditions that leaves a public quite at the mercy of the outsiders,

which controlling vast reserves of personal data possesses predictive powers enabling it to

have an unequal stake in the shared system, and fortify the possessor against any form of

reprisal, cooperation could not be rational. At the limit, Bratton (2016) suggests seeing AI

systems as part of a vast, layered apparatus of control and coordination, where epistemology

is no longer tethered to human subjectivity.

Thus, a �social contract 2.0� requires reimagining the conditions under which epistemic

legitimacy and democratic control are constructed in data�ed environments. It requires that

the classical elements of contractarian legitimacy�trust, reciprocity, and a rough equality

of stakes�be made institutionally credible under contemporary informational asymmetries.

The dominant approaches in this �eld fall into three main categories (Pohle and Thiel, 2020):

(a) those that advocate for state control over digital infrastructures and the capacity to

design and implement digital policies, often with an emphasis on cybersecurity;

(b) those that advocate for the control of technological monopolies by creating national

technology companies and developing e�ective industrial and innovation policies; and

(c) those that advocate for the right to digital self-determination, user agency, and the

capacity to make informed decisions about personal data and algorithmic environments.

We believe we need a holistic approach, one that is not based on what states can do

as primary actors (since the erosion of territoriality is very signi�cant) but rather on the

development of extraterritorial systems based on what unites us: individual data sovereignty.
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2.1.2 Individual Data Sovereignty as a Multidimensional Construct

As mentioned, from a social contract perspective, data sovereignty is best understood not as

mere �control� but as a multidimensional construct that integrates (Abbas et al., 2024):

� Protection: rights and safeguards such as privacy, security, and non-discrimination;

� Participation: roles and responsibilities of actors in data governance;

� Provision: operational guarantees�control, compliance, and safe sharing across con-

texts.

From a welfare-economics perspective, the protection�participation�provision triad can

be read as an institutional map of how societies constrain, legitimate, and implement data

governance. Protection de�nes the feasible set by placing non-waivable limits on data prac-

tices that would undermine dignity, autonomy, or equality. Participation speci�es whose

interests count and how individuals and groups can exercise agency over the rules and

institutions that govern data environments, addressing collective-action problems that in-

dividual choice cannot solve. Provision supplies the shared capacities (standards, audits,

enforcement, and usable controls) that make rights credible rather than merely formal. This

mapping clari�es why data sovereignty is not reducible to �individual control� over isolated

records: it is a social-choice problem about the governance of an informational environment

with distributive consequences and externalities.

Contemporary debates on �digital sovereignty� highlight how this construct is claimed

and interpreted by di�erent actors. Couture and Toupin (2019) show that �sovereignty� in

the digital �eld is invoked to assert various forms of collective control over infrastructures,

technologies and data. Fratini et al. (2024) map four main models of digital sovereignty�

rights based, market oriented, centralisation, and state based�none of which fully recon-

ciles e�ective regulation with technological dynamism. In parallel, the edited volume Data

Sovereignty: From the Digital Silk Road to the Return of the State (Chander and Sun, 2023)

examines how states seek to reassert territorial control over crossborder data �ows.

A crucial strand of this debate concerns collective claims over data. The literature on In-

digenous data sovereignty, exempli�ed by Kukutai and Taylor's (2016) foundational volume,

argues that communities have inherent rights to govern data about their peoples, lands and

cultures, as part of broader self-determination. This perspective resists framing data merely

as an individual property right and emphasises relational, historical and political dimensions.

Our guiding claim is that a dignity-centric digital social contract must integrate these

layers. It must:
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1. Uphold fundamental rights (Personal Data protection and privacy, nondiscrimination,

due process, informational self-determination), not only in law but also in technical

architectures.

2. Enable meaningful agency�both individual and collective�over how data are gener-

ated, processed, and valorised.

3. Deploy governance mechanisms�technical, organizational and legal�that make those

rights real, while addressing economic justice in data markets, including questions of

bene�t sharing and fair compensation.

In this sense, data sovereignty is neither a purely state-centric nor a purely individualistic

concept. It is a negotiated arrangement among persons, communities, �rms, and states about

who has which rights and duties over the life cycle of data, under what safeguards, and for

whose bene�t.

To make this multidimensional sovereignty operational, we must also clarify what �data�

are in practice,�how they become information and knowledge, and where normative stakes

intensify along that transformation as the object of government.

2.2 What is governed?

In the current context, e�ective data governance requires �rst clarifying what, exactly, is

being governed: what counts as data, how data are generated, and under which assumptions

data can support knowledge claims. Analysing the metaphysics and epistemology of data

is therefore crucial, because it makes explicit the conceptual, methodological, and norma-

tive choices embedded in data collection, modelling, and interpretation, helping to identify

sources of bias, uncertainty, and error. It also brings into view the underlying metaphysical

assumptions about what data are taken to be�representations, abstractions, or mediated

phenomena�which shape what kinds of claims data can legitimately support.

The classic data�information�knowledge�wisdom (DIKW) ladder remains a useful start-

ing point for analyzing the metaphysics and epistemology of data, as originally articulated

by Acko� (1989) from Information Theory:

� Data: symbolic representations of states of the world; traces that may or may not be

personal and that, taken alone, have relatively low interpretive content.

� Information: structured or aggregated data that reveal relationships or meaning (e.g.,

pro�les), enabling inferences about habits, preferences, or intentions.
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� Knowledge: information integrated into a context and embodied in an agent with an

intention of use, enabling decisions and action.

However, its apparent simplicity conceals a wide variety of interpretations that depend on

the disciplinary lens through which the ladder is approached. Information theory (Shannon,

1948), economics, law, computer science, philosophy of science and the social sciences all mo-

bilise the DIKW framework di�erently, emphasising distinct transitions, risks and normative

implications along the data value chain. Rather than a single linear or neutral progression,

the ladder functions as a conceptual space in which epistemic, economic, legal and political

assumptions are made visible.

From the standpoint of economics and �nance, this ladder is interpreted primarily as a

value-generation chain (Castro Fernández, 2025). Data are understood as a strategic, non-

physical asset whose economic value does not reside in raw traces as such, but emerges pro-

gressively as data are transformed into information, knowledge and, ultimately, actionable

decisions. Within this framework, established valuation paradigms�cost-based, market-

based and use-based approaches�are mobilised to estimate the contribution of data to �rm

value. Replacement costs, observable prices in emerging data markets, and the marginal

impact of data on predictive models, key performance indicators and future revenues all

serve as proxies for this contribution. This perspective also highlights how processes of �data

assetization� underpin contemporary platform business models, in which user behaviour and

attention metrics function as core intangible assets, and why ongoing debates on regulation

and data governance are central to stabilising credible methods for pricing and accounting for

data in the economy. A complementary strand in economic sociology and STS emphasizes

that �data value� is not a pre-given property of datasets but the outcome of assetization:

measurement practices and governance devices that de�ne boundaries and translate uncer-

tain future gains into capitalized claims. Empirically, in platform markets this often occurs

through the assetization of users and engagement metrics (e.g., DAU/MAU, ARPU) rather

than through explicit balance-sheet recognition of personal data as an owned asset. Ac-

counting regimes can further limit the recognition of internally generated data as separable

intangible assets, so �nancial markets may price data-intensive business models indirectly

through market capitalization and goodwill (Muniesa et al., 2017; Birch and Muniesa, 2020;

Birch et al., 2021; Nani, 2023).

From a technical and privacy-engineering perspective, the DIKW ladder reveals a gradient

of risk and power asymmetry. As data move upward along the ladder, the potential for

harm increases: raw data typically entail low to medium risks; information enables pro�ling

and thus medium to high risks; and knowledge embedded in automated or semi-automated

decision systems generates high-risk asymmetries of power, particularly under conditions
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of large-scale automation. While privacy-enhancing technologies and good system design

can mitigate these risks, they cannot eliminate the structural ampli�cation of power that

accompanies higher-level inference and decision-making.

From the perspective of data science and the social sciences, knowledge production along

the DIKW ladder is neither linear nor neutral. Data do not enter the chain as raw, objective

inputs: they are selected, captured and formatted according to prior assumptions, institu-

tional incentives and speci�c purposes, which already shapes what can later count as infor-

mation. In turn, information is not simply �revealed� by processing data, but constructed

through modelling choices, classi�cations and interpretive frameworks that embed social and

power relations into apparently technical outputs. Finally, when information is stabilised into

knowledge�through metrics, predictive systems and authoritative narratives�it feeds back

recursively into the world, in�uencing what is subsequently observed, recorded and treated

as relevant. This undermines the common idea of Big Data as an exhaustive or theory-free

representation of reality, and instead highlights that the DIKW chain is always partial and

contestable, raising questions about whose data are collected, for what ends, and who can

access, interpret or challenge the resulting knowledge. Importantly, these epistemic dynam-

ics also have sociological consequences: in data-driven digital platforms, the very extraction

of data from everyday life often relies on a continuous erosion of privacy, normalising the

commodi�cation of intimate behaviours and social ties in ways that can corrode ordinary

trust and conditions for self-development (Véliz, 2020). In this sense, the DIKW ladder is

not only a model of knowledge production but also a mechanism through which social re-

lations, dignity and vulnerability�particularly among adolescents�can be reorganised and

governed via data�ed environments (Floridi, 2016).

From a legal and ethical standpoint, each transition along the data�information�knowledge

chain introduces additional normative constraints. Knowledge is not a simple aggregation

of information, but a fallible and bias-prone output of statistical analysis, inference and

machine learning. As such, it demands robust guarantees of quality, traceability and ex-

plainability. This perspective also foregrounds the structural asymmetries of contemporary

data markets, in which individuals typically lack informed consent, bargaining power and

e�ective contractual protection. Within this framework, data protection law, AI regulation

and governance mechanisms are interpreted as corrective tools aimed at addressing these

failures in the production, circulation and monetisation of data, information and knowledge.

AI intensi�es the governance relevance of the DIKW ladder because it systematically

converts traces into inferred attributes, scores, and predictions�i.e., it industrializes �data

generation� at the knowledge stage. When organizations can create new personal data via

inference, restrictions that focus only on what is �collected� risk becoming partially illusory:
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inferred data can subvert public expectations and enable functional end-runs around legal

and ethical constraints designed for direct collection. For this reason, inferred data should be

treated on an equal footing with collected data for purposes of constraint, contestability, and

remedy; otherwise, the most power-laden outputs of the data value chain remain structurally

under-governed (Solove, 2025).

The economic logic also clari�es why governance must target the inference layer, not

only the collection of �raw traces.� In DIKW terms, most private rents are captured at

the information and knowledge stages (pro�ling, prediction, ranking, and decision), where

downstream uses become consequential and where bargaining-power asymmetries and ex-

ternalities intensify. A rights-�rst contract therefore cannot treat downstream inference as

a technical by-product: as processing moves from traces to pro�les and consequential infer-

ences, purpose proportionality, traceability, and impact assessment become central economic

safeguards rather than mere compliance overhead (Goldfarb and Tucker, 2011; Arrieta-Ibarra

et al., 2018; Frey and Presidente, 2024). Additionally, economic analysis further extends this

view by framing informational risks and harms in terms of informational externalities. From

this angle, operations that degrade data quality, increase opacity or amplify bias generate

social costs that are not adequately internalised by current market structures. A Pigouvian

approach (Pigou, 1920) to information governance would therefore require such externalities

to be measured, priced and internalised, rather than treated as unavoidable side e�ects of

data processing. Making these costs visible�conceptually and institutionally�would guide

both regulation and system design in a manner analogous to how Pigouvian taxes function

in environmental policy (Garrido-Merchán, 2026).

Philosophical analysis deepens these concerns by distinguishing between di�erent meta-

physical conceptions of data. One view treats data as representations: syntactic data, se-

mantic information and pragmatic knowledge understood as signs pointing to factual states

of the world. A second view, prevalent in machine learning, treats data as abstractions, re-

ducing entities to measurable attributes while bracketing questions of meaning and truth as

irrelevant to engineering performance�an approach that enables large-scale modelling but

risks subordinating reason to mere calculability. A third view, rooted in the philosophy of

science, emphasises that we never access �things in themselves� but only phenomena: what

counts as a datum is always mediated by prior concepts, purposes and standards of relevance.

On this account, so-called �raw data� are an oxymoron; data are always already �cooked.�

Taken together, these perspectives underscore that digital social and cultural data consist

of undecoded traces of social life, generated and �ltered by infrastructures and business

models whose logics remain largely opaque to researchers and citizens alike. Methodological

bias�fragmentary, selective and decontextualised traces�is therefore not a marginal �aw
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but a structural feature of data�ed societies. Analyses of algorithmic systems as �weapons

of math destruction� illustrate how biased data and opaque models can entrench inequality

and undermine democratic accountability.

Beyond epistemic concerns, this asymmetry in data and inference constitutes a form of

power. Control over personal data translates into the capacity to shape preferences, discrim-

inate between individuals and groups, and erode the conditions of democratic deliberation.

From this perspective, privacy is not merely an individual preference or a tradable commod-

ity, but a precondition for autonomous agency and collective self-government. This insight

aligns with the datapersonalist stance developed in this project: treating personal data as

right-laden manifestations of the person, rather than neutral inputs, is both an epistemic

and a political necessity.

Finally, from an engineering and governance perspective, data sovereignty emerges not

only as a legal or institutional problem but also as a technical one. Privacy by design and

accountability by default become concrete engineering obligations oriented toward the pro-

tection of human dignity. Crucially, this approach demonstrates that technological design

can be explicitly integrated with social-science and normative perspectives, rather than op-

posed to them, and that such integration is feasible in practice. Accordingly, we believe that

the supposed tension between innovation and rights constitutes a false dilemma: far from

being mutually exclusive, technological innovation and the robust protection of fundamental

rights are not only compatible but mutually reinforcing when data governance is grounded

in human dignity.

Once data are understood as part of an epistemic and economic pipeline rather than

neutral �facts�, and thus, the object of the question what is governed, the next question to be

analysed is why protecting and limiting personal data harvesting and use along the DIKW

chain.

2.3 Why protecting and limiting personal data

The need to limit and protect personal data requires a structural response to how contem-

porary digital systems convert traces into pro�les, predictions, and consequential decisions

across the data�information�knowledge chain. These transformations redistribute power,

shape life chances, and can undermine the conditions for autonomy, dignity, and democratic

legitimacy. For this reason, the �why� of protection and limit cannot be reduced to individual

consent or technical risk management alone or as the main legal basis: it must be justi�ed at

the level of social institutions, normative anthropology, and political economy. We proceed

in four steps. First, we provide a critical genealogy showing why ungoverned technological
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acceleration predictably concentrates power and value, making institutional countermea-

sures a precondition for credible protection. Second, we contrast competing anthropologies

of data�DatAIsm, HumAIsm, and data personalism�to clarify which conception of the

person can legitimate limits on data extraction and inference. The terms DatAIsm and Hu-

mAIsm are introduced here as analytical ideal-types rather than as established categories in

the literature. They synthesise identi�able intellectual currents�data-driven positivism and

human-centered normative traditions�into heuristic constructs that clarify the underlying

anthropological assumptions shaping contemporary digital governance debates. Third, we

translate this datapersonalist stance into a rights-�rst baseline that cannot rely on consent

alone or as the main legal basis and that targets harms emerging at the information and

knowledge stages. Finally, we recognise personal data as a production factor to draw the

corresponding distributive implications, clarifying why bene�t-sharing and incentives must

be addressed within�rather than in place of�a non-waivable dignity-based �oor.

2.3.1 From the General Intellect to Platform Capitalism: A Critical Genealogy

Analytical tradition has diagnosed the structural risks of ungoverned technological accel-

eration with remarkable prescience. Marx, in the Grundrisse (1973), anticipated that the

development of productive forces would reach a stage at which direct human labour ceases

to be the principal source of wealth, replaced instead by the �general intellect� embodied

in machinery. This observation, read as a descriptive claim rather than a normative pro-

gramme, captures with notable accuracy the current dynamics of automation and arti�cial

intelligence.

The Frankfurt School extended this analysis to the cultural and political dimensions of

technological domination. Marcuse (1964), in One-Dimensional Man, argued that advanced

industrial society integrates potential opposition by channeling technological rationality into

systems of control that �atten critical thought and reduce individuals to functional elements

of the productive apparatus. This insight anticipates the contemporary concern that al-

gorithmic systems may not merely automate labour but also shape preferences, constrain

choices, and erode the conditions for autonomous deliberation.

Negri (1991), in Marx Beyond Marx, re-read the Grundrisse to argue that the �general

intellect� was not merely an objective force embedded in machines but a living capacity

of collective labour, whose value is systematically captured by capital. Hardt and Negri

(2000) developed this thesis in Empire and Multitude (Hardt and Negri, 2004), contend-

ing that in the era of �immaterial labour�, characterised by the production of information,

communication, and a�ect, the boundaries between production and life dissolve, enabling

an unprecedented extraction of value from social cooperation itself. Moulier-Boutang (2011)
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coined the term �cognitive capitalism� to describe this regime, in which the primary source of

surplus value shifts from physical labour to the cognitive, relational, and a�ective capacities

of networked individuals.

Deleuze and Guattari (1972), in Anti-Oedipus, had already envisioned that the progressive

replacement of living labour by machines would generate a structural crisis of employment

whose resolution demands rethinking the distribution of social value. Cammatte (1973)

warned that capital has autonomised itself from human will, so that any intervention failing

to alter the internal logic of accumulation is condemned to futility. These diagnoses were

updated and synthesised by Williams and Srnicek (2013) in the #ACCELERATE MAN-

IFESTO, which argued that technological progress should not be resisted but redirected

through democratic governance, so that automation serves as a material condition for col-

lective well-being rather than precarisation. Srnicek and Williams (2015) elaborated this

argument in Inventing the Future, proposing the reduction of the working week, the imple-

mentation of universal basic income, and the democratic control of productive technologies

as institutional responses to automation. Srnicek (2017), in Platform Capitalism, further

showed how digital platforms extract value precisely by positioning themselves as indis-

pensable intermediaries that capture the data generated by user activity, a mechanism that

recasts classical rent theory in informational terms.

Dyer-Witheford (2015), in Cyber-Proletariat, extended this genealogy by documenting

how digital networks simultaneously create new circuits of global exploitation and new forms

of precarious digital labour, from content moderation in the Global South to gig economy

logistics. Mason (2015), in PostCapitalism, argued that the informational character of con-

temporary production, the near-zero marginal cost of reproducing digital goods, undermines

the price mechanism itself and points toward the necessity of post-market forms of coor-

dination. Bastani (2019), in Fully Automated Luxury Communism, pushed the argument

further, contending that automation, renewable energy, and synthetic biology could, under

appropriate institutional conditions, eliminate scarcity for essential goods.

Independently of the intellectual tradition from which they originate, these analyses

converge on a single essential point: without institutional mechanisms for redistribution and

democratic governance, and thus, mechanism to protect and limit the harvesting and use of

data, technological acceleration concentrates power and wealth rather than di�using them.

2.3.2 Competing Anthropologies of Data: DatAIsm, HumAIsm, and Data Per-

sonalism

The preceding sections have shown that data sovereignty and data governance cannot be ad-

equately understood without engaging the epistemic and metaphysical assumptions embed-
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ded in data-driven systems. However, these assumptions are themselves grounded in deeper

philosophical paradigms that articulate competing visions of the human person, knowledge,

and social order in the digital age. Revisiting these paradigms is therefore essential to assess

which forms of data governance are compatible with human dignity, democratic legitimacy,

and meaningful agency. This section examines three in�uential and contrasting frameworks�

DatAIsm, HumAIsm, and Data Personalism�not merely as abstract philosophies, but as

operative worldviews that already shape digital infrastructures, business models, and regula-

tory imaginaries. By making these paradigms explicit, the analysis clari�es why incremental

regulatory �xes are insu�cient and why a new digital social contract is required to re-anchor

technological development in a defensible conception of the human person.

DatAIsm is a positivist, utilitarian and nihilistic philosophy that reduces humans from

subjects of action and meaning to observable behaviour, and from citizens to consumers.

It assumes that everything that matters can and should be reduced to data; that large

datasets yield superior, quasi-absolute knowledge; and that correlation-driven prediction

can substitute causal explanation and re�ective judgment. In practice, DatAIsm underpins

business models that treat human experience as �raw material� for behavioural prediction

markets, echoing Zubo�'s (2019) account of surveillance capitalism, in which behavioural

surplus is extracted and traded without meaningful consent or reciprocity.

Historically, DatAIsm does not emerge in a vacuum but can be seen as the latest ex-

pression of longer intellectual trends: positivism's faith in observable facts, utilitarianism's

drive to compress value into a single maximisable metric, behaviourism's focus on observ-

able responses rather than inner states, and contemporary tech solutionism, which treats

complex social and moral problems as optimisation tasks to be solved by more data and

more computation. This genealogy helps explain why DatAIsm �nds such a natural home

in data-driven platform capitalism and why its assumptions so often go unchallenged.

This logic is intertwined with new critiques of the digital political economy. Varoufakis

(2023) argues that dominant platforms increasingly resemble �technofeudal� lords: they con-

trol key digital infrastructures, extract rents (�cloud rents�) rather than competing in open

markets, and reduce users and complementors to digital vassals. DatAIsm provides the epis-

temic and ideological justi�cation for this order: if data driven optimisation is the overriding

goal, then centralised surveillance and behavioural nudging become not only permissible but

desirable.

HumAIsm, by contrast, defends the primacy of the human subject, the irreducibility

of meaning and value to data, and the need to retain interpretation, causal reasoning, and

ethical deliberation in any use of data. HumAIsm insists that persons are more than the sum

of their digital traces, that vulnerability and dignity must constrain optimisation, and that
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certain decisions�especially those a�ecting fundamental rights�require human judgment

and contestability. This aligns with Véliz's (2020) view that privacy is collective and political:

if data are concentrated in the hands of a few, democratic equality is undermined.

DatAIsm tends to treat platforms as neutral sensors of �real behaviour,� ignoring se-

lection, mediation, and power. HumAIsm stresses that platforms are never neutral; their

architectures and business models shape what is seen, measured, and optimized�and thus

what becomes socially real. The choice of metrics, objectives and training data are normative

decisions, not merely technical ones.

Data personalism gives this humanistic stance a normative anchor:

1. Personal data�especially those linked to intimacy, honour, image, and personality�

are rights-laden and cannot be legitimately turned into pure commodities. This view

resonates with the idea that personal data are extensions of personality, dignity and

autonomy, not just alienable resources.

2. The apparent social acceptance of trading these rights (e.g., �free� services in exchange

for intrusive data harvesting) re�ects structural asymmetries and cognitive biases, not

free and informed choice. DatAIsm normalises these arrangements by portraying them

as e�cient market exchanges; data personalism questions their legitimacy since there

is only a very narrow and partial understanding of the consent given.

3. Digital traces cannot be interpreted as transparent manifestations of �social reality�

but as partial, purposive, and contested signals that require interpretation and contex-

tualization.

The Digital Social Contract proposed here adopts this datapersonalist standpoint: per-

sonal data are not merely �about� persons; they emanate from them and remain bound up

with their dignity. Any legitimate governance must respect this status. A dignity-centric

digital social contract must therefore:

� Reject DatAIsm's reduction of persons to datapoints and resist technofeudal enclosures

of digital life;

� A�rm HumAIsm's commitment to persons as knowing, valuing and acting subjects;

� Institutionalise data personalism through concrete rights, duties and design constraints

that make respect for dignity non-optional in digital infrastructures.

In this sense, data sovereignty is not only a matter of jurisdiction or market power; it is

a question of whose vision of the human person structures our digital institutions.
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A further point follows naturally from this discussion. Personal data should not be

treated, necessarily, as a factual representation of a person. A single datum, generated at

a particular moment and under particular circumstances, might only capture an action, a

situation or a context�not the full substance of an individual. Much of what is commonly

inferred from data risks overlooking this contingency: data have, many times, a limited

validity, they age, and they may re�ect exceptions rather than stable traits. For this reason,

any framework grounded in dignity must also safeguard the possibility for individuals to

respond to, correct or contextualise the inferences or classi�cations made about them. A

genuine right of reply is essential if we are to avoid mistaking momentary traces for enduring

identity.

If DatAIsm treats persons as optimizable behavioral inputs, then a dignity-centric re-

sponse must translate HumAIsm and data personalism into enforceable constraints. Next

section states those constraints as a human-rights baseline for personal data.

2.3.3 Personal Data as a Human Right: From Data Personalism to Human-

Rights Protection

This section advances towards the construction of a robust framework for limiting and pro-

tecting the collection and use of personal data, grounding them in a human-rights baseline

and treating them as dignity-relevant manifestations of the person.

In contemporary digital infrastructures, personal data are socially operative representa-

tions that mediate identity and shape life chances. When data�ed systems infer intimate

attributes and govern access to opportunities, the normative question shifts from �who owns

data?� to �which forms of data power are compatible with human dignity and democratic

life?� (European Data Protection Supervisor, 2015; United Nations General Assembly, 2014).

The claim defended here is not that �data� in general constitutes a human right, but that

personal data�understood data-personalistically as emanations of the person�should be

protected under a fundamental-rights baseline, as the object of the right to the protection of

personal data. This framing helps explain why consent alone or as a main basis cannot bear

the entire ethical load and why some forms of extraction and use must be restricted even

when individuals appear to �agree� under conditions of opacity, lock-in, platform dependence,

or manipulative choice architecture (Véliz, 2020; Zubo�, 2019).

This diagnosis aligns with Solove's critique of �privacy self-management�: modern pri-

vacy regimes have been dominated by an individual-control model that burdens persons with

managing innumerable, opaque, and technically complex information relationships. The rise

of AI makes the limits of this model especially visible, because individuals cannot realisti-

cally understand, assess, or continuously manage the downstream consequences of large-scale
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inference and automated decision systems. A dignity-centric digital social contract therefore

requires a structural shift: privacy and data protection must rely less on formalistic control

gestures and more on enforceable constraints over collection and use, meaningful organiza-

tional duties to prevent risks and harms, and accountability mechanisms that make remedies

e�ective in practice (Solove, 2025).

The same structural critique applies to the recurring temptation to treat privacy notices

as enforceable consumer contracts. Hartzog and Solove (2026) argue that privacy notices

persist in a �weird twilight� between mere policy description and binding agreement, and that

contract doctrine has rarely empowered consumers in practice. More fundamentally, they

contend that consumer contract law is an unsuitable foundation for privacy governance: it

is insu�ciently responsive to power disparities, overly focused on atomistic individual choice

rather than collective and societal stakes, and built around conceptions of consent that

become �ctitious under conditions of scale, dependency, and opacity. In this framework,

strengthening �privacy-as-contract� would not correct the imbalance; it would likely entrench

it. Although that vision is grounded in the USA approach to privacy and it would not

fully apply to the EU standards under the GDPR, it is true that a dignity-centric digital

social contract therefore treats core protections as non-waivable and not reducible to private

ordering through boilerplate terms.

Data personalism treats personal data as emanations of the person, but its normative

force is not uniform across all informational artefacts. It applies with minimal friction to

identifying/intimate and sensitive data, and to behavioural traces insofar as they enable

inference of protected traits. Beyond individual cognitive limits, consent-centered contract-

ing fails as a welfare mechanism in opaque, inference-driven ecosystems. When downstream

uses are complex, multi-party, and di�cult to foresee, individuals cannot reliably forecast

consequences, and �rms can pro�tably design take-it-or-leave-it choice architectures that

convert dependence into �agreement.� In these conditions, observed acceptance does not

reveal stable willingness-to-pay or willingness-to-accept for dignity-relevant protections; it

re�ects lock-in, bounded rationality, and bargaining asymmetry. Moreover, many privacy

harms arise from social externalities: one person's disclosure changes inferences about oth-

ers, and bilateral consent cannot internalize those e�ects. A rights-�rst baseline therefore

functions as a non-waivable �oor that prevents coercive �privacy-for-access� equilibria and

shifts competition toward service quality and privacy-preserving innovation within Dignity-

by-Design (hereafter DbD) constraints (Acquisti et al., 2016; de Hingh, 2018; Bergemann

et al., 2022).

A brief typology helps avoid a totalising claim: (i) identifying and intimate data; (ii)

behavioural and contextual traces; (iii) inferred data and pro�les (scores, predictions, model
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outputs), where power asymmetry and harm concentrate and where non-waivable limits

are most salient; and (iv) relational/co-produced data (social graphs, household patterns),

where governance cannot be reduced to individual consent because e�ects are collective.

By contrast, the emanation claim is attenuated for data that are robustly anonymised or

strongly aggregated such that persons are not reasonably identi�able (and thus fall outside

the GDPR's scope); yet many �aggregated� or pseudonymised datasets remain linkable and

inference-capable in practice, so the relevant test is realistic capacity to single out, link, infer,

and decide across the data�information�knowledge chain.

Privacy and data protection are related but distinct normative layers. Privacy primar-

ily protects the sphere of reserve and contextual integrity: it limits intrusions into what

persons can keep undisclosed and under which expectations information may be shared.

Data protection, by contrast, is a governance regime for processing across the entire value

chain, and therefore maps better onto the data�information�knowledge ladder: the most

consequential harms often arise not at collection, but when raw traces are transformed into

information (combination, enrichment, communication) and especially into knowledge (in-

ferences, pro�les, decision rules) that is applied to persons. The EU baseline makes this

chain logic explicit: the core principles of Article 5 GDPR (lawfulness, purpose limitation,

data minimisation, accuracy, integrity/con�dentiality, accountability) discipline the data →
information stage, while the knowledge stage triggers reinforced constraints around pro�ling

and consequential decisions, notably Article 22 GDPR (limits on decisions based solely on

automated processing with legal or similarly signi�cant e�ects, with strict conditions and

safeguards where exceptions apply).

The wider EU perimeter complements GDPR by constraining manipulative interfaces,

gatekeeper data combination, and high-risk inferential deployments in the knowledge-as-

power layer:

� DSA: prohibition of manipulative interface design (dark patterns) in online platforms.

� DMA: constraints on gatekeepers' combination and cross-use of personal data across

services absent GDPR-valid consent.

� AI Act: bans of certain unacceptable-risk practices and governance duties for high-risk

systems.

A human-rights claim for personal data can be grounded in at least four complementary

academic lines:

Dignity and personality: Personal data are intertwined with identity and personality;

they are the informational �surface� through which honour, image, relationships, and self-
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presentation are formed and judged. A dignity-centric tradition therefore treats certain infor-

mational domains as inalienable or only conditionally waivable, requiring strong safeguards

against commodi�cation and abusive pro�ling (UNESCO, 2000; European Data Protection

Supervisor, 2015).

Enabling condition for other rights: In a data�ed society, e�ective privacy, freedom of

expression and association, equal treatment, and due process increasingly depend on how

personal data are collected, inferred, shared, and used. Human-rights protection is justi�ed

because personal data governance functions as an infrastructural precondition for the exercise

of multiple rights in the digital age (United Nations General Assembly, 2014; Wong, 2023).

Structural power asymmetry and market failure: Personal data transactions occur under

radical information asymmetries (invisible data �ows, opaque inferences, complex ecosys-

tems of intermediaries) and under conditions of platform dependence. This produces co-

ercive �privacy-for-access� and �privacy-for-cash� dynamics and supports the need for non-

negotiable �oors of protection that do not collapse dignity into prices (Zubo�, 2019; Varo-

ufakis, 2023; Véliz, 2020).

Collective and civic dimension: Personal data practices generate collective externalities:

pro�ling and recommender systems can amplify manipulation, polarization, and unequal life

chances, eroding civic trust and democratic deliberation. A human-rights framing therefore

requires duties not only toward individuals but also toward the public sphere, including

transparency, accountability, and impact-based governance (Susser et al., 2019; World Bank,

2021; Wong, 2023).

Taken together, these lines support a dignity-centric reading of data sovereignty: personal

data governance must be rights-�rst, while markets and innovation remain permissible only

within a non-waivable baseline. This provides the theoretical bridge to the principles and

�non-negotiable limits� (see Annex 1) developed later in the paper and to DbD as a design

obligation rather than an optional compliance layer.

This rights-�rst baseline does not deny that data generate economic value; it speci�es

the institutional conditions under which value creation is legitimate, distributively defensible,

and compatible with dignity.

2.3.4 Personal Data as a New Production Factor

Data have become a new factor of production, alongside labor and capital, at the core of

today's attention-driven economy; the explosive growth of data tra�c and the training of

ever larger AI models will further expand these volumes, making data an even more critical

factor of production and signi�cantly increasing its economic value. Treating personal data

as a production factor describes their economic function; it does not settle their moral and
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legal status.

A growing body of academic and policy work explicitly frames data, and, particularly,

personal data, as a distinct input in the production process of the digital economy. This is

not only a metaphor (�data as the new oil�), but an analytic claim: data can be modeled as

a factor that raises productivity and enables new products, especially when combined with

computing infrastructure and skilled labor. In this line, Jones and Tonetti (2020) draw a

sharp conceptual distinction between �ideas� (blueprints/production functions) and �data�

(an input used to produce, improve, and operationalize those ideas), arguing that �data is a

factor of production� in modern growth and innovation dynamics.

The IMF adopts a closely aligned perspective. In its integrated overview of the economics

of data, it identi�es �data as a factor of production� as one of the two central economic func-

tions of data: an input into the production of goods and services and a driver of innovation

and e�ciency through analysis and learning. Importantly, the IMF emphasizes that value

extraction is not automatic: turning data into productive knowledge requires investment in

storage, management, security, and�above all�complementary analytical capabilities and

skilled labor (Carrière-Swallow and Haksar, 2019). This is particularly salient for personal

data because the most economically valuable uses often involve pro�ling, prediction, and

personalization.

Personal data exhibits properties that make it economically �factor-like� but also struc-

turally di�erent from labor, capital, or traditional intermediate inputs. First, personal data

is frequently generated as a byproduct of consumption and social interaction (e.g., location

traces, browsing, mobility, health signals), which creates a feedback loop: more users and

more activity produce more data, which can improve services, attracting more users. Second,

data is often nonrival (the same dataset can be used by multiple parties simultaneously),

so the welfare gains from broader reuse can be large�but these gains collide with privacy

costs, competitive hoarding incentives, and governance constraints (Jones and Tonetti, 2020).

Third, the relevant economic question often shifts from ownership to access and control: be-

cause data can be copied and reused, the structure of permissions, licensing, and technical

enforceability becomes central to how value is created and distributed (Varian, 2018).

This framing also helps clarify why the data economy tends toward concentration and

asymmetry. Firms that accumulate large stocks of data can become more productive and

can invest more aggressively, reinforcing their advantage (�data feedback loops�). Formal

models of �rm dynamics show how data accumulation can increase skewness in �rm size and

strengthen the position of data-rich incumbents, even when smaller �data-savvy� entrants

can sometimes leapfrog if they manage to �nance an initial phase of data accumulation

and learning (Farboodi et al., 2019). In parallel, measurement work in macroeconomics
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increasingly treats data as an intangible asset (a storable input into production) that is only

partially captured in standard statistics�highlighting the need for better accounting of data

investments and their contribution to growth (Corrado et al., 2022).

However, recognizing personal data as a production factor should not imply reducing

it to a mere commodity. In this paper's framework, personal data remains an emanation

of the person�rights-laden and dignity-relevant�so the �production factor� lens must be

paired with normative constraints and institutional design. Precisely because personal data

is productive, distributive questions become unavoidable: Who captures the surplus created

by personal data? Under what conditions is contribution genuinely voluntary and informed?

What safeguards are required when productivity gains depend on intrusive inference? Pro-

posals such as �data as labor� push in this direction by reframing user data generation as

a contribution that may warrant bargaining power and compensation, especially given the

monopsonistic structure of many digital markets (Arrieta-Ibarra et al., 2018).

2.4 Proposed response: A Dignity-Centric Digital Social Contract

The preceding analysis clari�es the diagnosis of contemporary data�ed societies. In response,

we propose a Dignity-Centric Digital Social Contract as a framework for governing the data�

information�knowledge chain under enforceable dignity constraints.

The normative foundation for a dignity-centric digital social contract draws on a long-

standing tradition of social thought that predates the digital era. Francis (2015), in Laudato

Si', identi�ed the �technocratic paradigm� as a mode of governance in which e�ciency and

pro�t override the recognition of human dignity and the common good. In Fratelli Tutti,

Francis extended this critique to the digital sphere, arguing that hyperconnectivity does not

inherently foster fraternity but may instead produce novel forms of exclusion and concentrate

power among those who control technological infrastructures (Francis, 2020). These concerns

were institutionalised in the Rome Call for AI Ethics, signed by the Holy See, Microsoft, IBM,

the FAO, and the Italian Government, which established that arti�cial intelligence systems

must satisfy requirements of transparency, inclusion, accountability, impartiality, reliability,

and security in service of the human person (Ponti�cal Academy for Life et al., 2020). The

convergence between this tradition of social thought and contemporary ethical re�ection on

technology provides the normative starting point from which the present proposal develops.

From a philosophical standpoint, the imperative to ground data governance in human

dignity �nds further support in the Kantian categorical imperative, which demands that

persons never be treated merely as means (Kant, 1997). Applied to the data economy,

this principle entails that personal data, as emanations of the person and extensions of
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personality, cannot be reduced to neutral inputs or alienable commodities (de Hingh, 2018;

Floridi, 2016). The European Data Protection Supervisor formalised this intuition by calling

for �a new digital ethics� in which data and dignity are treated as inseparable (European

Data Protection Supervisor, 2015). More recently, Wong (2023) has argued that data rights

should be understood as a subset of human rights, reinforcing the claim that any governance

framework for personal data must be evaluated against the standard of human dignity rather

than mere economic e�ciency.

The dignity-centric digital social contract responds to this analytical impasse by ground-

ing data governance in the principle that personal data are emanations of the person, car-

riers of rights, and linked to human dignity, not neutral inputs or alienable commodities

(de Hingh, 2018; Floridi, 2016). This position, termed �data personalism,� operationalises

the Kantian imperative within the speci�c architecture of the data economy. Its institutional

translation proceeds through three mechanisms. First, the Dignity-by-Design principle re-

quires that any system processing personal data incorporate ex ante safeguards for dignity,

proportionality, and meaningful human oversight, establishing categorical prohibitions on

the commercialisation of sensitive attributes and on automated decisions without human su-

pervision. Second, redistributive instruments, including data dividends, data cooperatives,

and �duciary models, ensure that the value generated from personal data �ows back to the

communities and individuals who produce it, addressing the extraction dynamics identi�ed

by Srnicek (2017), Couldry and Mejias (2019), and Varoufakis (2023). Third, a Pigouvian

informational accounting framework internalises the externalities of mass data extraction by

assigning measurable costs to informational harms, analogously to environmental taxation

of pollutants (Garrido-Merchán, 2025, 2026).

Accordingly, our digital social contract approach integrates these economic insights while

holding a rights-�rst baseline: productivity and innovation can be pursued, but only within

architectures of meaningful control, proportionality, transparency, and fair bene�t-sharing

compatible with human dignity.

3 Dignity-Centric Digital Social Contract. Core Dimen-

sions

This section develops the normative foundations of a dignity-centric digital social contract

by articulating six complementary core dimensions that together de�ne the scope of what

such an order must protect and sustain (Figure 2). Rather than treating personal data as

a neutral commodity or mere economic input, the framework begins from the premise that
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data practices increasingly shape human agency, social inclusion, and life opportunities. The

governance of digital infrastructures must therefore be anchored in the protection of human

dignity as a foundational principle.

Figure 2: Core dimensions of a dignity-centric digital contract.

Throughout Section 3, we use a consistent governance vocabulary: proportionality (ne-

cessity and minimisation), transparency (intelligibility to users), auditability (veri�ability by

quali�ed third parties), and remedy (e�ective contestation and redress). These terms link

technical design choices to enforceable rights and legitimate institutional oversight.

3.1 Technological Design and Governance: Dignity-by-Design

Guiding question: Which principles should govern the design and deployment of systems

that model and shape human behaviour?

Key Principles & Proposals:
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� Dignity-by-Design (DbD): Extend the privacy-by-design approach to embed trans-

parency, auditability, explainability, security, fairness, and respect for personhood into

all digital architectures and algorithms processing personal data.

� Use Privacy-Enhancing Technologies (PETs)�e.g. strong anonymisation, secure com-

putation, federated learning�to minimize personal data exposure wherever possible

without compromising functionality.

� Ensure legitimate purpose and data minimization: collect and use personal data only

for clear, justi�ed purposes, and avoid gratuitous tracking or excessive data fusion

beyond what is proportionate.

� Provide users with meaningful control over their data: implement granular, easy-to-give

and easy-to-revoke consent mechanisms that are free from manipulative dark patterns

(design tricks that nudge users into choices). Empirical evidence also suggests that

consent and opt-out mandates can induce strategic adaptation, shifts in tracking tech-

nologies, bidding strategies, and the composition of who remains trackable, so DbD

must extend beyond collection to enforce traceability of data �ows and constraints on

downstream pro�ling and reuse (Aridor et al., 2021).

� Mandate Algorithmic Impact Assessments (AIAs) (and Data Protection Impact Assess-

ments, where applicable) for high-risk automated systems, accompanied by indepen-

dent audits. Critical algorithms should be transparent and traceable, with documented

data sources and decision logic to enable ex-post review and remedies for harms.

� Institutionalize DbD through technical standards (e.g. interoperability and data porta-

bility by default) and certi�cation (ethical AI or data safety seals). Empower oversight

bodies to test algorithms for bias or risks and to enforce compliance. Public pro-

curement can drive adoption by requiring DbD criteria in technology contracts. Data

portability is often justi�ed as pro-competition because it reduces switching costs, but

welfare e�ects are not mechanically positive; they depend on how �rms respond through

pricing and bundling. The implication is not to abandon portability, but to implement

it as part of a design-and-competition package: interoperability standards that make

exported data usable, constraints on strategic bundling that degrades pass-through

to users, and non-retaliation enforcement so portability is exercisable without service

degradation (Jeon and Menicucci, 2024; Flórez-Ramos and Blind, 2020).

� Notable Terms: Dignity-by-Design; Privacy-by-Design; Privacy-Enhancing Technolo-

gies (PETs); Algorithmic Impact Assessment (AIA); Data Protection Impact Assess-
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ment (DPIA); Interoperability; Data Portability.

3.2 Ethics and Philosophy: Human Oversight and Limits to Au-

tomation

Guiding question: Which decisions must remain under meaningful human control?

Key Principles & Proposals:

� Human-in-the-loop: Preserve meaningful human oversight for consequential decisions

a�ecting individuals' rights and well-being. Certain high-stakes domains�such as

credit approval, healthcare, employment, criminal justice, or access to essential services�

should not be left entirely to automated systems. Humans should retain �nal say or

review, especially where decisions impact life opportunities or liberty.

� Guarantee individual rights to explanation and contestation for algorithmic decisions.

People should be able to understand why an automated decision was made about them

and have accessible channels to challenge and seek redress for errors or unfair outcomes.

� Acknowledge the limits of automation: Data and algorithms are not neutral. Digi-

tal traces carry methodological biases and value judgments at each stage (collection,

modeling, interpretation). A dignity-centric approach recognizes that no algorithmic

decision-making is value-free, reinforcing the need for oversight and ethical constraints

on AI.

� Embed key ethical safeguards in digital systems: Nonmale�cence (do no harm)�for

example, prohibit inferring sensitive personal attributes or engaging in manipulative

micro-targeting without user consent. Ensure respect for autonomy, rejecting any coer-

cive �privacy-for-service� trade-o�s that force individuals to surrender dignity or privacy

for access to basic services. Promote justice, including intersectional fairness�assess

algorithms for disparate impacts on vulnerable or marginalized groups (by gender,

race, socioeconomic status, etc.) and actively mitigate any biases or discrimination

discovered.

3.3 Economics of Data: Value, Redistribution, and Incentives

Guiding question: How should value in a data-driven economy be measured and fairly

distributed?

Key Principles & Proposals:
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� Fair value distribution: Recognize personal data as a key economic input and address

the current imbalance where individuals supply data while platforms reap the pro�ts.

Today's data economy functions like a monopsony (one-sided market): users' behav-

ioral data are captured en masse, tech companies extract the insights and monetise

them, bene�ts are concentrated, and privacy harms or externalities are spread across

society. A digital social contract calls for mechanisms to rebalance this power and

value distribution.

� Contextual data valuation: There is no single de�nition of �data's value��its worth

depends on context (whose data, who uses it, for what purpose). Rather than reducing

personal data to a simple commodity price, we need plural metrics to measure data

value at di�erent scales. This means using both micro-level approaches (e.g. Data

Shapley value methods that attribute a model's performance gains to individual data

contributions) and macro-level perspectives (treating data as an intangible asset in

national accounts), as well as market-based and use-based valuations. A plurality of

valuation methods prevents oversimplifying human worth into price tags.

� A further limitation is that valuation methods are not neutral descriptors; they operate

as governance devices that can reshape bargaining power and market structure. The

assetization literature emphasizes that assets are made through practices that de�ne

boundaries, standardize metrics, and construct monetization strategies that convert

uncertain future gains into capitalized claims. In data economies, what is often valued

is not an individual datum but the platform's capability to continuously produce predic-

tion, targeting, and attention capture at scale�stabilized by measurement standards

and engagement metrics that are legible to investors. Consequently, micro-valuation

tools and market-price proxies should be treated as partial, context-speci�c signals use-

ful for accountability and redistribution, not as foundations for turning dignity-relevant

protections into alienable property rights. Willingness-to-pay and willingness-to-accept

estimates can also be unstable when secondary trading is salient: evidence indicates

that individuals experience disutility speci�cally from recipients' ability to pro�t via

secondary-market monetization, which can reduce participation and raise demanded

prices. Finally, personal data are often �social� because inferences about one person

inform beliefs about others; privacy design therefore implicates welfare conditions and

externalities rather than only individual preference satisfaction (Muniesa et al., 2017;

Birch and Muniesa, 2020; Birch et al., 2021; Bergemann et al., 2022).

� �Data as Labor� model: Explore frameworks that compensate individuals for their data

contributions, treating data generation more like a form of labor. This could include
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paying users for certain data (or providing other bene�ts in return), and supporting

collective bargaining through data cooperatives or data unions. Cooperative data

platforms and unions enable individuals to pool their data and negotiate better terms

(for example, revenue sharing or improved privacy safeguards), ensuring that those

who generate data share in its bene�ts. Any such model must be designed carefully

to avoid coercion or exacerbating inequalities (e.g., ensure that those in need are not

forced to �sell� their privacy at lower prices).

� Several closely related proposals seek to correct data-market failures by strengthening

property-like claims and explicit compensation for individual contributors, including

�data as labor� arguments and broader calls for redesigned �radical markets.� These ap-

proaches share our diagnosis of bargaining asymmetry and missing prices, but they risk

treating dignity-relevant protections as alienable in ways that can amplify regressivity

when vulnerable groups face stronger short-term liquidity pressures. In our framework,

monetary redistribution is therefore best treated as a constrained complement to a

rights-�rst baseline (e.g., collective bene�t-sharing funds or taxes on extractive prac-

tices), not as individualized sale of privacy protections. The key institutional question is

not only how to pay, but which kinds of measurement and monetization are permissible

when the underlying resource remains rights-laden and socially externality-generating

(Arrieta-Ibarra et al., 2018; Posner and Weyl, 2018; de Hingh, 2018; Bergemann and

Bonatti, 2024).

� Redistribution and public interest: Consider mechanisms to redistribute the immense

value derived from data and automation. For example, some have proposed data

dividends or public data trusts that return a portion of data monetisation pro�ts to

the community. While experimental, these ideas align with the principle that the

wealth generated from collective data should bene�t society at large, not just a few

corporations.

� Internalizing externalities: Introduce incentives for companies to account for the so-

cial costs of data use. One proposal is to implement Pigouvian taxes or fees for data

practices that carry privacy risks or cause social harms (for instance, a levy on invasive

targeted advertising or on algorithms that amplify harmful content), using the revenue

to fund privacy protections, digital literacy or other public goods. By pricing in nega-

tive externalities (like loss of privacy or discrimination), �rms are pushed to innovate

in more privacy-preserving and fair directions.

� Digital literacy and empowerment: Improve data literacy across society so that individ-
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uals understand how their data is used and what its value is. Many people undervalue

their personal data or underestimate privacy risks due to limited awareness (a phe-

nomenon akin to a Dunning�Kruger e�ect in data literacy). Educational initiatives

can empower users to make informed choices, demand better terms, or participate in

data stewardship initiatives. An informed public is better equipped to insist on fair

compensation and accountability in the data economy.

� Notable Terms: Data as Labour; Data Monopsony; Data Cooperative; Data Union;

Data Shapley Value; Pigouvian Tax; Data Dividend.

3.4 Political Institutional Legitimacy: Multiactor, Multilevel Governance-

Institutional Legitimacy

Guiding Question: How can we ensure legitimate, democratic governance of digital plat-

forms and data at both national and global levels?

Key Principles & Proposals:

� Democratic oversight of platforms: Rea�rm the role of the state and public institu-

tions in governing digital infrastructure. This includes establishing specialized digital

regulatory agencies equipped with audit powers and the authority to sanction abuses

by powerful tech platforms. Governments should regain capacity to set rules for data

and AI systems in the public interest, without sti�ing innovation but also without

ceding oversight to private actors.

� Inclusive policymaking: Embed democratic deliberation into digital governance. For

example, create digital citizens' assemblies or participatory forums on AI and data

policy, where diverse stakeholders (citizens, experts, civil society) can debate and guide

major decisions. This ensures that the �social contract� online is shaped through open

dialogue and has legitimacy, rather than being unilaterally set by corporations.

� Empower civil society and collective action: Recognize and support countervailing

powers in the digital ecosystem. This means bolstering digital rights NGOs, consumer

advocacy groups, academic watchdogs, and emerging data unions that represent in-

dividuals' data interests. Such groups can hold companies accountable, advocate for

users' rights, and provide an organized counterweight to corporate power in data gov-

ernance.

� Global coordination: Data �ows and digital platforms cross borders, so legitimacy

also demands international cooperation. Work towards international agreements on
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minimum standards for digital rights and data protection, and coordinate enforcement

against transnational tech abuses. Multi-level governance (from local to global) is

needed so that no single country or company can erode fundamental rights without

consequences.

� Regulatory blueprints: Leverage and extend existing legal frameworks as building

blocks for legitimacy. Instruments like the EU's GDPR, as well as newer laws such as

the Data Governance Act and Data Act, o�er partial blueprints. They introduce ideas

like neutral data intermediaries, safe data-sharing spaces, user data portability rights,

and restrictions on unfair contract terms in data exchange. These can be expanded

and adopted beyond the EU to form a baseline for trustworthy digital governance

everywhere.

� Notable Terms: Multi-level Governance; Digital Regulatory Agency; Digital Citizens'

Assembly; Data Unions; GDPR; Data Governance Act; Data Act.

3.5 Sociocultural Cohesion: Rebuilding the Digital Commons

Guiding Question: How can data practices and digital platforms sustain, rather than

erode, social trust, inclusion, and the conditions for shared public life?

Key Principles & Proposals:

� Mitigate echo chambers: Curb the fragmenting of public discourse by algorithmic

curation. Require greater transparency in how social media and content platforms

personalize information feeds. Key algorithms (like recommender systems) should be

auditable by independent researchers to assess their impact on society. By illuminating

how content is ranked or targeted, we can address the creation of �lter bubbles and

reduce the ampli�cation of sensationalism and polarization.

� Human-rights-based content moderation: Encourage content governance regimes that

uphold freedom of expression while protecting users from harm. Platforms should

adopt moderation policies consistent with human rights principles�clear rules against

hate speech, harassment, and misinformation and safeguards against over-removal or

censorship of legitimate speech. Oversight boards or external auditors can help ensure

moderation is fair, accountable, and culturally sensitive, thus maintaining trust in

online spaces.

� Digital literacy & inclusion: Invest in widespread media and data literacy programs so

users can navigate the online world critically and safely. This includes educating users
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(especially youth, who may be �digital natives� yet overcon�dent about their skills)

on how to identify misinformation, protect their privacy, and understand algorithmic

biases. Strengthening individual competencies helps build collective resilience against

manipulation and fosters more informed, cohesive communities online.

� Support the digital commons: Rebuild shared civic spaces on the internet by support-

ing public-interest media and open platforms. This could involve funding for quality

journalism, open-source social networks, libraries of knowledge, and community-driven

content platforms. A healthy digital commons means people encounter diverse perspec-

tives and trustworthy information, which underpins social cohesion in the digital age.

In this sense, recent work frames the (digital) commons explicitly as a techno-political

response to platform oligarchies, connecting commons governance to democratic ob-

jectives rather than consumer surplus alone (Perperidis and Tsekeris, 2026).

� Data justice and inclusion: Apply the principles of data justice�ensuring that data

practices promote equity and represent all groups. This involves focusing on redistri-

bution (fair sharing of data's bene�ts), recognition (respect for di�erent communities'

digital identities and norms), and representation (inclusive decision-making in data

governance). Policies should be evaluated for their impact on social inclusion: do they

reduce or increase digital divides? A dignity-centric contract strives to make digital so-

ciety more just and inclusive, countering the corrosive e�ects of surveillance capitalism

and emerging �technofeudal� dynamics that treat people as mere data sources.

� Notable Terms: Digital Commons; Echo Chambers; Surveillance Capitalism; Tech-

nofeudalism; Data Justice; Media Literacy; Content Moderation.

3.6 Legal Regulatory Guarantees: E�ective Digital Rights-Regulatory

Guarantees

Guiding Question: Which legal and institutional safeguards are required to ensure that

digital infrastructures remain compatible with fundamental rights and human dignity?

Key Principles & Proposals:

� Constitutional digital rights: Formally recognize key digital rights as fundamental

rights. This can include rights to privacy, personal identity, data protection, non-

discrimination in algorithmic decisions, the right to explanation for AI outcomes, data

portability, and even the right to disconnect from pervasive surveillance. Enshrining

such rights in constitutions or international human rights frameworks would cement
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the principle that personal data are an extension of the person, deserving of the highest

legal protection.

� Duties of loyalty and care: Impose �duciary-like duties on data controllers and AI

providers. Just as doctors or lawyers must act in their clients' best interests, major

platforms should have a duty of loyalty to their users�meaning they must not use

personal data in ways that betray users' trust or well-being. This could be achieved

through legislation that de�nes data �duciaries obligated to handle personal data with

loyalty, care, and con�dentiality. This shift is also supported by recent arguments that

privacy governance should not be built on consumer contract doctrine: where bargain-

ing power is structurally absent, purported �agreements� become unilateral rule-setting

rather than meaningful consent. In such contexts, consumer-protection safeguards and

�duciary-like obligations are more appropriate vehicles for constraining data power

than private ordering through boilerplate terms (Hartzog and Solove, 2026).

� Stronger enforcement and redress: Ensure that individuals have e�ective means to en-

force their digital rights. This includes collective redress mechanisms (allowing groups

of users to band together to challenge systemic abuses, akin to class-action lawsuits for

data breaches or privacy violations) and independent digital ombudspersons or regu-

lators who can mediate complaints. Regulators should have teeth: the ability to levy

substantial �nes or even criminal penalties on organizations that egregiously violate

data rights or engage in practices harmful to human dignity.

� Prohibit dignity-violating practices: Set clear legal red lines on activities that are in-

compatible with human dignity. For example, ban the unchecked trade in sensitive

personal data (like health, biometric or intimate information) for pro�ling or market-

ing. Prohibit fully automated decision-making in critical areas of life without human

oversight or consent. Outlaw manipulative design practices that exploit cognitive bi-

ases to extract data. Such categorical prohibitions guard against the worst abuses of

data-driven technology.

� Implement and extend modern data laws: Leverage new regulatory frameworks to op-

erationalize these guarantees. The EU's General Data Protection Regulation (GDPR)

already anchors data protection in fundamental rights. Building on this, laws like

the Data Governance Act and Data Act introduce trusted data intermediaries, facil-

itate data sharing for the public good (data altruism), and mandate fairness in data

access (for example, preventing IoT device manufacturers from hoarding user data).

Adopting and strengthening similar laws across jurisdictions will create a more robust
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legal architecture, ensuring that technological development does not outrun the pro-

tection of human dignity and rights. One market-design proposal operationalizes this

institutional role via licensed personal-data intermediaries acting as users' exclusive

agents and bound by �duciary duties, underscoring that even �market� approaches

require regulator-set standards and enforceable constraints rather than consent alone

(Bergemann and Bonatti, 2024).

� Publicly available data and scraping: Treat large-scale scraping and aggregation of

�public� personal data as regulated collection, not as a categorical exemption from

privacy protection. In the age of AI, many privacy interests attach to data that is

technically public but practically obscure, context-bounded, dispersed, and not ordi-

narily recorded at scale. A dignity-centric contract should therefore safeguard practical

obscurity and prohibit indiscriminate collection of personal data from the internet for

arbitrary purposes, subjecting such practices to purpose limitation, proportionality,

and enforceable accountability (Solove, 2025).

� Notable Terms: Digital Rights (privacy, data protection, etc.); Data Personalism; Data

Fiduciary; Duty of Loyalty; Digital Ombudsperson; GDPR; Data Governance Act;

Data Act; Right to Disconnect.

Due to length reasons, we leave for Annex 1 the operational blueprint through which the

six core dimensions can be implemented in terms of 5 pillars (institutional levers), 7 principles

(general governance criteria) and 6 non-negotiable limits (categorical prohibitions).

4 Discussion and Future Research Agenda

This paper argues that digital life now requires an explicit dignity-centric Digital Social

Contract�one that treats personal data as dignity-relevant manifestations of the person

and that governs the full data�information�knowledge value chain. The central motivation is

structural: the current technological disruption has given rise to contemporary digital infras-

tructures that convert ordinary traces into pro�les, predictions, and consequential decisions

at scale, under conditions of opacity, cross-border fragmentation, and platform dependence.

In this environment, governance failures do not arise merely from isolated privacy breaches,

but from the cumulative e�ects of inference-driven systems that redistribute power, shape

life chances, and erode the conditions for autonomy, equality, and democratic legitimacy.

In this sense, we claim that we are not only facing a technological disruption, but a

human disruption. Since Christensen's (1997) seminal work, technological disruption has
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generally been interpreted through the lens of markets and �rms (cf. Millar et al., 2018).

However, the capacity of current technological disruption to create entirely new contexts or

radically transform existing ones extends far beyond markets. This disruption is altering the

status quo of social, cultural, and political orders, rendering what were once considered stable

pillars increasingly �uid. In this sense, current digital technological disruption is not merely

economic but anthropological. It is a human disruption, a disruption that is provoking a

change on the status quo of the human being in society, including changes in the size and

depth of the public sphere, and changes in the capacity of individuals to appear and act

within it as moral and relational subjects (Arendt, 1973).

Against this situation, two opposing responses may be given. A �rst, datAIsm-inspired

stance denies the need for political re�ection: algorithmic systems, continuously fed by

data, are assumed to operate as an �automated invisible hand� capable of governing society

e�ciently, pixelating human life into a supposedly more realistic representation of individuals

and collectives. On this view, institutional design becomes unnecessary, as data-driven

optimization would replace the historically human foundations of freedom, self-realization,

and participatory democracy with governance grounded in �reality,� understood as data

(Sadin, 2020). We reject this position since justice, equality, dignity and legitimacy are

not technical variables that can be derived from datasets, and society cannot be treated

as an engineering problem. A second response insists that disruption requires deliberate

institutional choice: societies must actively decide which political and social structures should

endure, which will be displaced by algorithmic systems, and on what normative grounds. In

this human-centered view that we defend, technology is a tool rather than an autonomous

agent; it lacks logos, truth-claims, and the authority to govern persons. Reducing human

action, meaning, and relationships to predictable �behavior� is therefore conceptually and

morally �awed. Technological innovation must remain subordinated to human agency, and

disruption should be governed through explicit re�ection on its implications for dignity,

democracy, and the common good.

This is why our dignity-centric approach is not an optional ethical add-on but a necessary

institutional response to the logic of data�ed societies.

In this sense, the subsequent emergence of OpenClaw and Moltbook o�ers an early,

practice-based con�rmation of the paper's central claim: once the principles of data sovereignty

are translated into real work�ows and technical artefacts, the need for veri�able dignity con-

straints, traceability, proportionality, meaningful control, and enforceable red lines, stops

being theoretical and becomes operationally unavoidable. In that sense, OpenClaw and

Moltbook function as ex post �proof in practice� that a dignity-centric approach must be

built into systems by design (and not appended as compliance language), reinforcing the
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case for institutionalised auditability and meaningful oversight across the data�information�

knowledge chain (European Data Protection Supervisor, 2015; Mantelero, 2022).

This section reframes the main implications as discussion points and as a publishable

research agenda. We de�ne the research and implementation frontier. It aligns the agenda

with the six governance dimensions developed in Section 3 and with the escalation logic

implied by the DIKW ladder: as systems move from traces to pro�les and to consequential

decisions, duties must intensify and become auditable.

4.1 What the framework clari�es, and what remains contested

Our contribution is twofold. First, we defend a data-personalist foundation: personal data

are not neutral inputs or ordinary commodities but rights-laden emanations of the person,

and therefore require a rights-�rst baseline that cannot be reduced to consent, contract,

or market exchange as the main basis for the processing of personal data. Second, we

translate that baseline into an operational program through Dignity-by-Design (DbD), ex-

tending privacy-by-design into a broader set of design and governance obligations�purpose

proportionality, continuous control, transparency and explainability, auditability, traceabil-

ity, security, fairness, and respect for personhood. The framework is structured through

six core dimensions�technological design and governance; human oversight and limits to

automation; value, redistribution, and incentives; legitimacy and multi-actor governance;

sociocultural cohesion and the digital commons; and legal-regulatory guarantees�because

the data crisis is simultaneously technological, ethical, economic, political-institutional, so-

ciocultural, and legal. A key implication is that partial �xes predictably propagate failure

elsewhere: technical safeguards without enforceability remain cosmetic; legal rights without

usable control remain formal; and economic redistribution without non-waivable limits risks

pricing dignity.

This multidimensional architecture also clari�es why our argument is best understood

through a polytope logic rather than a linear policy sequence (Figure 3). The �polytope�

is not a metaphor for complexity alone, but an epistemic and institutional design principle:

each dimension represents a vertex, while the faces represent the interaction e�ects where

governance succeeds or fails. For example, privacy-enhancing technologies cannot deliver

dignity if market incentives reward extraction; valuation and redistribution schemes cannot

be legitimate if they weaken rights; and regulatory guarantees cannot be e�ective if auditabil-

ity is technically impossible. The polytope structure therefore implies that implementation

requires coordinated advances across disciplines and sectors, rather than isolated progress

within a single �eld. In this sense, a dignity-centric Digital Social Contract raises substantive
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questions where reasonable cross-discipline debate may persist, and this is best framed as

research and implementation frontiers rather than as weaknesses of the approach.

Figure 3: Polytope Structure for cross-sector work.

The main contested question may be the regulatory framework defended in this pa-

per, towards which a well-articulated tradition of liberal and libertarian thought may raise

principled objections. Hayek (1945), in �The Use of Knowledge in Society,� argued that de-

centralised market mechanisms process dispersed information far more e�ciently than any

centralised planning authority, a thesis that contemporary data-market advocates extend to

personal data �ows: regulatory intervention, on this view, distorts the price signals through

which data �nds its most productive allocation. Hayek (1960) further argued in The Con-

stitution of Liberty that individual freedom requires limiting government intervention to the

enforcement of general rules, not the redistribution of speci�c outcomes, a principle that,

applied to data governance, would preclude ex ante prohibitions on data uses or mandatory

redistribution schemes such as data dividends.

Friedman (1962), in Capitalism and Freedom, provided the canonical argument that eco-

nomic freedom is both an end in itself and a necessary condition for political freedom, and

that government regulation of voluntary exchanges, including data transactions freely con-

sented to, constitutes a paternalistic infringement on individual autonomy. Nozick (1974), in

Anarchy, State, and Utopia, extended this logic to its most rigorous conclusion: any pattern

of distribution imposed by the state violates the rights of individuals who have acquired hold-

ings through legitimate voluntary transfers, so that even well-intentioned redistribution of

data-derived value constitutes an unjust taking. Rothbard (1973), in For a New Liberty, and
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Mises (1949), in Human Action, pushed the libertarian argument to its anarcho-capitalist

limit, contending that all functions of the state, including the enforcement of property rights,

can and should be supplied by voluntary market arrangements.

In the contemporary technology sector, these positions �nd expression in the �e�ective

accelerationism� (e/acc) movement, whose proponents argue that innovation should be max-

imally accelerated without regulatory interference (Andreessen, 2023). Thiel (2009) articu-

lated the underlying tension explicitly: �I no longer believe that freedom and democracy are

compatible,� suggesting that democratic governance necessarily constrains the dynamism

required for technological progress. Land (2012), in The Dark Enlightenment, provided the

philosophical architecture for this position, proposing an unregulated hypercapitalism that

celebrates the elimination of democratic mediation and the progressive displacement of hu-

man agency by autonomous technological processes, an explicit anti-humanism in which

concentration of power is not merely tolerated but welcomed as an index of systemic �tness.

A third accelerationist current�anarchist accelerationism�proposes that technology should

dismantle all hierarchical structures, including the state, through decentralised cryptographic

protocols (May, 1992; Hughes, 1993). Its institutional expressions include DAOs and blockchain

governance (De Filippi and Wright, 2018). However, eliminating institutional mediation does

not eliminate power asymmetries: it displaces them onto code architectures where protocol

founders exercise de facto sovereignty without accountability (Lessig, 1999; Schneider, 2022).

A dignity-centred contract values decentralisation as a design principle while insisting that

decentralisation without enforceable dignity constraints produces a di�erent topology of

domination, not freedom.

The danger of this convergence between classical libertarianism and technological anti-

humanism is empirically identi�able. The �data feedback loops� documented by Farboodi

et al. (2019) and Jones and Tonetti (2020) demonstrate that data accumulation reinforces

the competitive advantages of dominant platforms exponentially, replicating and amplify-

ing the tendency toward concentration and centralisation that Marx (1990) identi�ed as

inherent to the functioning of capital. When personal data operate as a factor of produc-

tion without their generators participating in the value created (Arrieta-Ibarra et al., 2018),

the Landian logic of the Dark Enlightenment materialises in what Varoufakis (2023) terms

�technofeudalism� and Zubo� (2019) terms �surveillance capitalism�: a regime in which a

small number of platforms extract rents over digital infrastructures while users are reduced

to informational serfs. Couldry and Mejias (2019) have characterised this dynamic as �data

colonialism,� arguing that global platforms replicate historical patterns of colonial extraction

by appropriating the raw material of human life itself.

Further than that, some other questions may be contested, among which we highlight
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the following:

First, the operational scope of non-negotiable limits may launch an interesting debate.

Annex 1 articulates six categorical red lines�commercialisation of especially protected at-

tributes; fully automated consequential decisions without meaningful human intervention;

intrusive collection without necessity and minimisation; dark patterns and lock-in; opaque

transfers to third parties; and retaliation for exercising rights. These limits re�ect the core

diagnosis that consent fails structurally under dependency, manipulation, and opaque infer-

ence. Yet the practical challenge is to de�ne operational tests for when a system crosses

a dignity threshold, particularly in cases of sensitive inference from proxies, multi-model

pipelines, and �human oversight� that is procedural rather than substantive. Future work

should therefore develop measurable, regulator-ready criteria for dignity violations, including

robust indicators of inferential sensitivity, contestability, and meaningful intervention.

Second, the paper's economic dimension opens a necessary but delicate research agenda

on valuation and bene�t-sharing. Recognizing personal data as a production factor clar-

i�es why distributive questions are unavoidable, but it does not justify commodi�cation.

Data dividends, licensing schemes, and �data as labor� proposals can contribute to justice

when they operate as complements to rights, yet they risk pricing dignity when they func-

tion as substitutes for non-waivable protections. Future research should therefore evaluate

redistribution mechanisms through bounded real-world pilots, with explicit attention to re-

gressivity, coercion, and heterogeneous impacts on vulnerable groups. In parallel, valuation

models should incorporate informational externalities and intersectional risk, since many

harms arise socially and relationally, as one person's disclosure alters inferences about oth-

ers, and bilateral consent cannot internalize those e�ects.

Third, the feasibility of DbD in practice is an empirical and institutional question, not

merely a normative one. DbD presupposes audit capacity, documentation discipline, and

technical standards that enable veri�cation. A key risk is performative compliance, as or-

ganisations may treat documentation as a symbolic layer rather than as evidence of binding

constraints on inference and decision-making. This concern is sharpened by the techno-

regulatory imaginary identi�ed in privacy-engineering debates, where rights risk being col-

lapsed into design requirements while deeper issues of power, incentives, and enforceability

are displaced. Future work should therefore focus on institutionalizing DbD as an auditable

governance method, standardizing traceability artefacts (data sheets, model cards, system

cards), strengthening independent review capacity, and developing scalable impact and bias

testing methods aligned with dignity constraints.

Fourth, the institutional dimension highlights the need to study governance models be-

yond individual rights and state-centric regulation. Data cooperatives, trusted intermedi-
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aries, and emerging �data spaces� promise new forms of participation and bargaining power,

but their success conditions remain poorly understood. Comparative research should exam-

ine real-world intermediaries and cooperative structures, identify failure modes (capture, low

adoption, weak incentives), and evaluate which regulatory models best sustain dignity-centric

outcomes under di�erent market structures. A closely related avenue concerns the design

of user-facing data agents and consent interfaces: innovation is needed not only in privacy-

enhancing computation but also in human-centered governance tools that make rights usable

and non-retaliatory in practice.

Fifth, the sociocultural dimension remains under-measured despite being central to the

legitimacy of the contract. Data-driven platforms reshape everyday life by normalizing ex-

traction and commodi�cation of intimate behaviours, potentially corroding ordinary trust

and the conditions for self-development. These dynamics appear particularly acute for ado-

lescents, whose developmental vulnerability is ampli�ed by algorithmically optimized envi-

ronments, and whose harms are unevenly distributed along intersectional lines. Future work

should therefore measure polarization, trust, and civic engagement under di�erent algorith-

mic curation regimes, and should develop robust approaches to digital and data literacy�

including systematic biases in perceived privacy risk and data value among �digital natives.�

In this sense, the Digital Social Contract is not only a framework for individual rights but

also a governance project for the digital commons.

Finally, global legitimacy beyond the EU baseline remains unresolved. While GDPR

and the broader EU perimeter provide a partial blueprint for a rights-�rst settlement, data

power is transnational and enforcement capacity diverges sharply across jurisdictions. Fu-

ture research should map convergences and divergences in digital rights and data sovereignty,

propose minimum global principles for cross-border data governance, and explore credible

enforcement mechanisms that avoid externalizing harms to weaker regulatory regimes. Re-

latedly, the collective dimension of data sovereignty remains institutionally underdeveloped:

current legal and technical frameworks still focus mainly on individual remedies, while many

harms are population-level and relational. Advancing collective remedies, shared governance

for common datasets, and public-interest data institutions is therefore a priority for the next

stage of dignity-centric governance.

Taken together, these discussion points show that the Digital Social Contract proposed

here is not a closed doctrine but a structured program: it speci�es a rights-�rst baseline,

operationalizes it through DbD, and identi�es the interdisciplinary work required to make

dignity constraints enforceable in real systems. The polytope structure clari�es why progress

must be coordinated across design, law, economics, institutions, and sociocultural dynam-

ics. A digital society that accepts permanent opacity, unilateral rule-setting, and scalable
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behavioural control cannot remain compatible with democratic legitimacy or with the equal

dignity of persons. The core challenge is therefore not whether innovation should continue,

but how innovation can be governed under a renewed settlement that makes dignity, rights,

and accountability non-optional across the data�information�knowledge chain. In this sense,

dignity-centric innovation is a �eld that warrants sustained scholarly attention going forward.

4.2 A structured research program across themes

These frontiers reinforce the central claim of the paper: a dignity-centric Digital Social

Contract is not a closed normative statement but an integrated research and governance

programme. Each theme links to the paper's core dimensions (technology, ethics, economics,

legitimacy, sociocultural cohesion, and law) and to the DIKW escalation logic.

A �rst discussion frontier concerns the operationalisation of dignity thresholds and non-

waivable limits. The paper defends categorical constraints on certain data practices, even

where nominal consent is present, because consent systematically fails under conditions of

opacity, dependency, and inference-based expansion (Solove, 2024, 2025). Yet the practi-

cal challenge is to translate these limits into regulator-ready criteria that can be applied

across sectors and technical architectures. Future research must therefore specify how dig-

nity thresholds can be detected and evidenced in practice. This includes developing methods

to identify proxy-based sensitive inference, where systems infer protected attributes without

explicit collection, and to distinguish between meaningful human intervention and purely pro-

cedural oversight in hybrid decision systems (e.g., Mantelero, 2022; de Hingh, 2018; Barocas

and Selbst, 2016; Susser et al., 2019). Advancing this line of work requires combining legal

analysis, system auditing, and empirical study of real-world pipelines to de�ne measurable

indicators of dignity-relevant risk along the data�information�knowledge chain.

A second discussion frontier lies in the governance of DbD as an auditable method.

DbD extends privacy-by-design by embedding dignity-relevant constraints into system ar-

chitectures, documentation, and organisational processes. However, its e�ectiveness depends

on whether it produces artefacts that can sustain enforcement rather than merely symbolic

compliance. Without institutionalisation, DbD risks being absorbed into a techno-regulatory

imaginary that treats rights as design features while leaving underlying power relations intact

(Rommetveit and Van Dijk, 2022; Mantelero, 2022).

A third discussion frontier concerns the shift of data governance toward general-purpose

AI and the training-data pipeline. As foundation models restructure the digital ecosys-

tem, the e�ective locus of data power increasingly lies upstream, in large-scale scraping,

dataset curation, and model training (Solove, 2025; Couldry and Mejias, 2019; Mejias and
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Couldry, 2024). This development challenges governance approaches that focus primarily

on downstream applications or individual consent events (Pasquale, 2015; Bratton, 2016).

Future research must therefore examine how dignity constraints apply to the collection and

reuse of �public� personal data at scale, how training-data documentation and provenance

a�ect accountability in practice, and what technical and legal mechanisms make deletion

meaningful once models have been trained. Comparative case studies of closed and open

model ecosystems can clarify how risks and responsibilities are distributed across supply

chains, and whether current governance tools adequately reach the knowledge-production

layer where inference power concentrates.

A fourth frontier relates to data sovereignty beyond individual consent (Abbas et al.,

2024; Cohen, 2013; Solove, 2024; Scholz, 2016). Our paper conceptualises data sovereignty

as a multidimensional construct combining protection, participation, and provision, but this

triad requires institutional embodiments that shift bargaining power without creating new

concentration points. Future research should therefore evaluate the real-world performance

of data cooperatives, trusted intermediaries, and emerging data spaces, identifying success

conditions and failure modes such as capture, low adoption, or weak incentives. Closely

related is the study of �duciary-like intermediaries and personal data agents, which promise

to mediate data governance on behalf of users. Assessing whether such institutions enhance

agency or merely repackage dependence requires comparative �eldwork and governance anal-

ysis across jurisdictions and sectors.

A �fth discussion frontier concerns the interaction between dignity-centric rights and

market structure (Jones and Tonetti, 2020; Farboodi et al., 2019; Varian, 2018). Recognising

personal data as a production factor makes distributive questions unavoidable, but it does

not settle how value should be shared without commodifying dignity (Arrieta-Ibarra et al.,

2018; Zubo�, 2019; Varoufakis, 2023). Future research must therefore examine when rights-

based constraints intensify market concentration and when they enable entry and innovation,

particularly in platform markets characterised by data feedback loops. This includes studying

how interoperability and portability a�ect bargaining power after their implementation, and

which �scal or fee-based instruments can internalise data externalities without legitimising

extraction (Jeon and Menicucci, 2024; Frey and Presidente, 2024). Empirical work that

combines structural modelling with evaluation of policy shocks is needed to ensure that

dignity-centric governance is paired with competition remedies rather than inadvertently

reinforcing incumbency.

A sixth frontier addresses sociocultural cohesion and child protection as governance out-

comes rather than externalities (Tufekci, 2014; Susser et al., 2019; van Dijck et al., 2018).

The legitimacy of a digital social contract depends not only on individual rights but also

50



on public-sphere e�ects such as trust, polarisation, and inclusion. Yet these outcomes re-

main di�cult to measure under current access regimes. Future research should therefore

develop robust methodologies to assess how recommender systems and interface designs af-

fect civic engagement and social fragmentation, and which interventions reduce harms to

minors without expanding surveillance (Véliz, 2020).

A seventh discussion frontier concerns global legitimacy and cross-border enforcement

(Pohle and Thiel, 2020; Floridi et al., 2024; Chander and Sun, 2023). While the framework

aligns closely with the European rights architecture, data power is transnational and regu-

latory capacity remains uneven. Future research must therefore identify a minimal dignity-

protective �oor that is politically feasible across jurisdictions, and evaluate enforcement tools

that do not rely solely on extraterritorial reach. Comparative analysis of global instruments

and mutual-assistance mechanisms can clarify how a dignity-centric contract might operate

beyond regional boundaries without collapsing into lowest-common-denominator standards.

The proposal to develop a Dignity of Data Index raises a further discussion frontier

(Ghorbani and Zou, 2019; Bendechache et al., 2023). Indices can guide behaviour and

inform policy, but they also risk being gamed or mis-speci�ed (Muniesa et al., 2017; Birch

and Muniesa, 2020). Future research must therefore determine which indicators predict

real dignity outcomes rather than procedural compliance, how protection, participation,

and provision should be weighted across sectors, and how index governance can preserve

independence and contestability.

A related but distinct research line concerns cybersecurity as an integral component of

dignity-centric governance. Data breaches, system vulnerabilities, and weak security archi-

tectures frequently translate into dignity harms by exposing intimate information, enabling

coercion or discrimination, and eroding trust in digital infrastructures. Yet cybersecurity is

often analysed separately from data protection and AI governance. Future research should

therefore investigate how secure-by-design principles can be systematically integrated into

Dignity-by-Design frameworks, treating resilience, access control, and incident response as

dignity-relevant obligations rather than purely technical safeguards.

Framing these challenges explicitly as research lines clari�es how dignity-centric innova-

tion can move from principle to practice without sacri�cing democratic legitimacy or human

dignity.

4.3 Dignity-centric Innovation as a distinct research line

A central implication of the proposed Digital Social Contract is that dignity should not

be understood solely as a constraint on innovation, but also as a productive design tar-
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get. Rather than framing rights as ex post limits that slow technological development,

the contract advances a di�erent claim: dignity can guide innovation toward architectures

that are auditable, contestable, and socially legitimate. Under this view, innovation is not

assessed only by gains in e�ciency or performance, but by whether new systems expand

human capabilities while remaining compatible with a rights-�rst baseline across the full

data�information�knowledge chain. This reframing motivates dignity-centric innovation as

a distinct and necessary research line.

Dignity-centric innovation requires a rede�nition of what counts as progress in data-driven

systems. Rather than equating innovation with accuracy, scale, or e�ciency, it should be un-

derstood as dignity-centric when it expands functional capability while reducing dignitarian

risk as systems move from data collection to inference and decision-making. This framing

shifts attention away from privacy at the point of collection toward the stages where informa-

tional power concentrates: pro�ling, prediction, ranking, and automated or semi-automated

decisions (Barocas and Selbst, 2016; Mantelero, 2022; Solove, 2025). Conceptually, this

implies prioritising technical approaches that deliver services without enabling high-risk in-

ference, such as privacy-preserving personalisation, federated and secure computation, on-

device processing, and identity mechanisms based on minimal, purpose-bound data (Acquisti

et al., 2016; Goldfarb and Tucker, 2012, 2019). Equally important are organisational and

policy conditions that make such designs viable in practice, including procurement require-

ments, product governance structures, audit readiness, incident-response capacity, and clear

accountability allocation along data and model supply chains (European Data Protection

Supervisor, 2015; OECD, 2024).

At the methodological level, dignity-centric innovation demands evaluation tools that

move beyond standard performance metrics. Accuracy and e�ciency provide limited in-

sight into the social and normative consequences of inference-driven systems. A central

challenge is to measure inferential expansion: the gap between what individuals knowingly

disclose and what systems infer through aggregation, enrichment, and modelling (Mayer-

Schönberger and Cukier, 2013; Susser et al., 2019). Evaluation frameworks must also test

whether human oversight substantively a�ects outcomes, rather than functioning as a pro-

cedural add-on (Mantelero, 2022). In parallel, researchers and regulators must assess group-

level and public-sphere harms, such as discrimination or manipulation, without escalating

surveillance through additional sensitive data collection. This motivates the development of

dignity-centric assessment protocols that complement DPIAs and AIAs, as well as bench-

mark suites for inference risk, contestability, and non-retaliation suitable for independent

audit.

At the institutional level, dignity-centric innovation requires environments that enable
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experimentation while keeping rights binding. Regulatory uncertainty can otherwise produce

either excessive risk aversion or informal norm-breaking. Future research should therefore

examine regulatory sandbox models that support learning without diluting non-negotiable

limits, and the role of public procurement in rewarding auditable dignity-centric designs

rather than formal compliance alone (OECD, 2024). Shared infrastructures�standards,

certi�cation, audit tooling, and secure research-access regimes�are also critical to lowering

entry barriers for smaller �rms and civic innovators.

Together, these elements justify treating dignity-centric innovation as a distinct research

programme that aligns technological development with human dignity, democratic legiti-

macy, and e�ective accountability under conditions of data-driven power.

5 Conclusion

Digital infrastructures mediate core domains of social life while they record behaviour, infer

traits, and steer choices through ranking, recommendation, and automated decision systems.

These infrastructures operate across borders and through complex supply chains. As a

result, the classic social contract framework faces a crisis of territoriality, enforcement, public

norm-setting, and legitimacy. Rights may exist in law, but people lack practical leverage,

intelligibility, and e�ective remedies.

This paper presents a dignity-centric Digital Social Contract grounded in data person-

alism. It treats personal data as rights-laden emanations of the person and as a basis for

a human-rights claim to protection. From this starting point, the paper reframes data

sovereignty as a multidimensional settlement that integrates protection, participation, and

provision. It also clari�es why governance must extend beyond the collection stage to the

information and knowledge stages, where pro�ling, inference, and consequential decisions

concentrate power.

The operational contribution is a coherent programme that connects normative commit-

ments to implementable duties. Six governance dimensions organise the agenda across tech-

nology, ethics, economics, political-institutional legitimacy, sociocultural cohesion, and law.

Dignity-by-Design translates these dimensions into system requirements that organisations

can specify, test, and audit. Non-negotiable limits set categorical red lines where consent

and contractual boilerplate cannot legitimate extraction, manipulation, or high-stakes au-

tomation. Redistributive mechanisms and informational externality accounting complement

this rights-�rst baseline without turning dignity into a price. The framework also invites

coordinated action by regulators, �rms, researchers, and civil society.

A viable digital future requires societies that can verify claims, enforce constraints, and
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provide remedy at scale. Future work should develop tests for proxy-based sensitive infer-

ence, standards for meaningful human intervention, and methods that measure public-sphere

harms without expanding surveillance. Progress on these fronts would allow innovation to

proceed within dignity constraints, restoring legitimacy to digital governance and strength-

ening the conditions for autonomy, equality, and civic trust.
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A Dignity-Centric Digital Social Contract. Operational

Blueprint

While Section 3 de�nes the normative framework of a dignity-centric digital order, explaining

the underlying rationale and clarifying the principles at stake and the reasons why dignity,

rights, and democratic legitimacy must constrain data-driven technologies, this annex, by

contrast, shifts from justi�cation to implementation. It speci�es how these core dimensions

can be operationalised through institutional pillars, actionable governance principles, and

enforceable non-negotiable limits, thereby transforming a declaratory vision into a concrete

blueprint for practice across the data lifecycle.

In particular, we propose (Figure 4) �ve institutional pillars (Rights and Duties, Partici-

pation and Collective Governance, Economic Tools, Technical Standards and Audits, Public

Sector Leadership and Culture), seven principles (Primacy of the person and her dignity,

Legitimate purpose and proportionality, Meaningful consent and continuous control, Non-

discrimination and justice, Transparency and explainability, Responsibility and accountabil-

ity, Value with values�shared bene�t�) and six non-negotiable limits (Commercialisation of

especially protected attributes, Fully automated consequential decisions without meaningful

human intervention, Intrusive collection without necessity and minimisation (disproportion-

ate tracking, surveillance, data fusion), Dark patterns and lock-in (manipulated consent and

exit), Opaque transfers to third parties (hidden �ows, no traceability), Retaliation for ex-

ercising rights (portability, erasure, objection, access). Finally, we o�er some operational

tools to reduce the gap between principle and practice, in order to help institutions adopt a

minimal viable package that sequences implementation in a feasible order.

To clarify the relationship between the normative framework developed in Section 3

and the operational contract speci�ed in this annex, Table 1 maps each of the six core

dimensions onto the corresponding governance architecture. The table shows how broad

conceptual commitments are translated into implementable institutional levers (�ve pillars),

cross-cutting decision criteria (seven principles), and enforceable categorical constraints (six

non-negotiable limits). This mapping highlights the coherence of the dignity-centric approach

across levels of analysis, from foundational justi�cation to practical governance mechanisms.

A.1 Institutional Pillars

In this section we present �ve institutional pillars as implementable institutional levers to

operationalize the core dimensions of the proposed dignity-centric digital social contract.
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Figure 4: Policy architecture of the dignity-centric digital contract.

1. Rights and Duties. We begin with rights and duties because the proposed contract is

rights-�rst. The paper treats personal data as dignity-relevant manifestations of the person

while also recognising their productive role in contemporary value chains. Institutions should

therefore protect a non-waivable baseline of digital rights and should assign a�rmative duties

to controllers and processors.

� Enshrine dignity-centric digital rights, recognizing personal data as extensions of per-

sonality and, in some cases, of community identity.

� Impose duties of loyalty, care, and con�dentiality on data controllers and processors.

� Prohibit inherently dignity-eroding practices (e.g., unconstrained sale of sensitive data;

fully automated consequential decisions without human oversight).

2. Participation and Collective Governance.

� Enable data cooperatives and trade unions as vehicles for collective bargaining and

shared bene�t.

� Support trusted data intermediaries, such as those regulated under the Data Gover-

nance Act and similar frameworks.

� Require participatory governance for civic data spaces (health, urban, environmental).
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3. Economic Tools.

� Promote Data Agents that enable citizens to recover their data quickly and easily. By

Data Agents we mean user-facing technical and organisational services (public, private,

or cooperative) that execute portability, access, recti�cation, and deletion requests on

behalf of individuals, with veri�able logs and non-retaliation safeguards.

� Create new business models based on transparent data marketplaces.

� Pilot data dividends and fair licensing for selected use cases, ensuring they complement�

rather than replace�rights-based safeguards.

� Implement Pigouvian informational taxes on high-risk pro�ling and sensitive inference,

with revenues channelled to a�ected groups and public goods.

� Update competition law to treat data accumulation and behavioural lock-in as central

concerns.

4. Technical Standards and Audits.

� Operationalize DbD via standards bodies (W3C, ISO, IEEE).

� Expand the mandate of accredited trustees so that they certify data integrity and act

as custodians of such data. In this sense, central banks represent one possible model

where mandates already support integrity and audit capacity.

� Require AIAs, DPIAs, and periodic audits for high-impact systems.

� Standardize documentation (data sheets, model cards, system cards).

5. Public-Sector Leadership and Culture.

� Use public procurement to demand DbD compliance.

� Promote data and AI literacy in education systems and public-sector training.

� Support research and �living labs� that align data use with the common good.

The �ve pillars identify institutional levers, but they do not provide decision criteria for

speci�c systems, products, and data practices. Sections A.2 and A.3 supply these criteria.
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A.2 Seven Principles

In this section we propose seven guiding principles for DbD deployments. These seven

principles function as general governance tests that should apply across sectors and across

the data lifecycle.

1. Primacy of the person and her dignity. Individuals are the primary right-holders

in relation to the processing of their personal data. Personal data are dignity-relevant

manifestations of the person and must not be treated as mere merchandise or fuel.

Data sovereignty should be understood here not as full ownership of an asset, but

as enforceable positions of control and protection over the data lifecycle: meaningful

access, recti�cation, erasure where appropriate, objection and restriction, portability,

and strong limits on high-impact pro�ling and automated consequential decisions.

2. Legitimate purpose and proportionality. Only data processing that is necessary

and proportionate to just, explicit purposes is allowed.

3. Meaningful consent and continuous control. Consent must be easy to give,

granular, revocable without friction, and free from dark patterns or coercion.

4. Non-discrimination and justice. Systems must undergo impact assessments and

bias testing, including intersectional harms, with concrete mitigation measures.

5. Transparency and explainability. Systems must be understandable to users and

auditable by third parties; explanations should be tailored to non-experts.

6. Responsibility and accountability. There must be clear allocation of responsibili-

ties, robust audit trails, accessible remedies, and e�ective sanctions for violations.

7. �Value with values� (shared bene�t). Fair redistribution of the value generated

by data, including support for public interest uses under strong safeguards.

A.3 Six Non-Negotiable Limits

The six non-negotiable limits state categorical prohibitions that remain in force even when or-

ganisations claim user consent, since as discussed, consent often operates under dependency,

opacity, and asymmetric bargaining power (Section 2.5). They operationalise the dignity-

centric baseline defended in Section 2 and translate it into enforceable constraints. Each

red line is anchored in (i) one or more guiding principles and (ii) concrete legal-institutional

instruments (ex ante impact assessments, prohibitions, governance duties, auditability and

remedies).
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1. Commercialisation of especially protected attributes.

Principle anchor: Primacy of the person and her dignity; Non-discrimination and

justice; Legitimate purpose and proportionality.

Instrument anchor: (a) sectoral and contextual prohibitions on targeting/pro�ling

based on sensitive attributes; (b) mandatory DPIA for sensitive-inference pipelines

and ad-tech pro�ling; (c) auditing and bias-testing duties for systems that can infer

protected traits from proxies; (d) �duciary-like duties of loyalty for platforms and AI

providers toward users' data interests (to prevent dignity-eroding exploitation even

where formal consent is obtained).

2. Fully automated consequential decisions without meaningful human inter-

vention.

Principle anchor: Responsibility and accountability; Transparency and explainability;

Primacy of dignity.

Instrument anchor: (a) strict application of GDPR Art. 22 safeguards: no solely au-

tomated decisions with legal or similarly signi�cant e�ects without meaningful hu-

man oversight, contestability and explanation; (b) AIAs/AIA templates for high-

impact decision systems; (c) periodic audits (internal/external) and traceability (model

cards/system cards) to evidence compliance.

3. Intrusive collection without necessity and minimisation (disproportionate

tracking, surveillance, data fusion).

Principle anchor: Legitimate purpose and proportionality; Responsibility and account-

ability; Meaningful consent and continuous control.

Instrument anchor: (a) enforce purpose limitation and minimisation as operational

requirements (data inventories, retention limits, prohibition of unnecessary identi�ers);

(b) DPIA as default for large-scale tracking and data-fusion architectures; (c) technical

PETs (e.g., di�erential privacy, federated learning) and security controls as ex ante

constraints; (d) competition and platform rules treating behavioural lock-in and data

accumulation as regulated risk factors.

4. Dark patterns and lock-in (manipulated consent and exit).

Principle anchor: Meaningful consent and continuous control; Transparency and ex-

plainability; Respect for autonomy (as stated earlier in the ethical commitments).

Instrument anchor: (a) explicit prohibition of manipulative interface patterns and

coercive consent �ows, backed by usability standards and regulator-ready evidence;
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(b) A/B testing governance and �choice architecture� review as part of DPIA/AIA; (c)

DSA-aligned obligations on transparency of recommender/ads interfaces and bans on

dark patterns; (d) remedies and sanctions tied to systematic design-based coercion.

5. Opaque transfers to third parties (hidden �ows, no traceability).

Principle anchor: Transparency and explainability; Responsibility and accountability;

Legitimate purpose and proportionality.

Instrument anchor: (a) mandatory end-to-end traceability across the chain (records

of processing, data-sharing registers, versioning); (b) clear contractual allocation of

roles and liabilities (controller/processor/joint controllership) and audit rights across

partners; (c) vetted transfer mechanisms and documented third-party due diligence;

(d) trusted intermediaries and neutral data intermediation where relevant (DGA logic)

to reduce opaque sharing.

6. Retaliation for exercising rights (portability, erasure, objection, access).

Principle anchor: Responsibility and accountability; Primacy of the person and her

dignity; �Value with values� (shared bene�t) insofar as basic participation must not be

conditioned on surrendering rights.

Instrument anchor: (a) explicit non-retaliation rules in product governance and con-

tractual terms; (b) complaint-handling and remedy pathways with due-process guaran-

tees (internal escalation, independent ombudsperson, collective redress); (c) monitoring

and enforcement metrics (drop in service quality, price discrimination, access degra-

dation) as compliance indicators; (d) portability tooling (Data Agents) as a practical

guarantee that rights are exercisable without penalty.

A.4 Operational Tools

Beyond institutional pillars, governance principles, and categorical red lines, a dignity-centric

contract must also confront a persistent gap between normative commitment and operational

practice. Principles alone risk remaining declaratory unless they are translated into concrete

organisational routines, veri�able artefacts, and enforceable supervision mechanisms. For

this reason, the contract is complemented by a set of practical governance tools that enable

dignity-by-design to function not only as an ethical orientation but as an auditable and

implementable compliance architecture across the full data lifecycle.

Thus, to ensure that the contract does not remain at the level of abstract principles, we

introduce an operational toolkit designed to support implementation, accountability, and
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enforcement. First, the Dignity-by-Design checklist that we present provides a minimum

control set for system design and deployment, applicable across procurement, engineering

work�ows, compliance processes, and external audits.

For each product, service, or AI system, teams should verify at least ten controls: pur-

pose and proportionality; data inventory and minimization; legal basis/consent; portability

processes; bias and impact assessment; user-facing explanations; versioning and traceability;

PETs; internal/external audits; and remedy mechanisms with guarantees of non-retaliation.

By requiring teams to verify these core controls the checklist translates normative re-

quirements into concrete and testable obligations. Importantly, these controls scale with

risk: as processing moves from raw traces to pro�ling and consequential inference, duties of

minimisation, explanation, auditability, and redress become correspondingly stricter.

Second, we propose creating an actor map, a matrix of actors × obligations that clari-

�es responsibility across the data ecosystem by assigning obligations along the full chain of

actors, from individuals and service providers to aggregators, ad networks, partners, and reg-

ulators. This governance matrix operationalises accountability by specifying who is respon-

sible, accountable, consulted, and informed for each key duty, thereby reducing ambiguity

and preventing responsibility from being di�used across complex data infrastructures.

Finally, the contract requires enforcement and remedy pathways that work both for in-

dividual complaints and for systemic harms. Organisations should implement structured

escalation procedures, including independent internal review, access to external dispute-

resolution bodies or ombudspersons, and collective redress mechanisms where population-

level pro�ling produces shared harms. For contested automated decisions, su�cient docu-

mentation must be preserved to enable meaningful review, including the data sources, legal

basis, model version, human oversight role, explanations provided, and linked impact assess-

ments. Regulators, in turn, should tie sanctions to repeated design-based violations, with

escalation from corrective orders and intensi�ed audits to �nes, certi�cation withdrawal,

procurement exclusion, and, where necessary, temporary suspension of unlawful processing

until redesign and veri�cation occur.

Together, these operational instruments close the gap between principle and practice,

ensuring that dignity-by-design is not merely aspirational but institutionally actionable,

auditable, and enforceable.
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Table 1: Mapping the Six Core Dimensions of the Dignity-Centric Framework to Their Operationalisation Through Institutional
Pillars, Governance Principles, and Non-Negotiable Limits.

Core Dimension Institutional Pillars (Imple-

mentable Levers)

Governance Principles (De-

cision Criteria)

Non-Negotiable Limits (Categori-

cal Constraints)

1. Technological De-

sign and Governance

Technical Standards and Audits;

Rights and Duties; Public Sector

Leadership

Transparency and explainability;

Responsibility and accountabil-

ity; Legitimate purpose and pro-

portionality

Fully automated consequential deci-

sions without meaningful human in-

tervention; Intrusive collection without

necessity and minimisation; Opaque

transfers to third parties

2. Human Oversight

and Limits to Au-

tomation

Rights and Duties; Technical

Standards and Audits

Primacy of the person and her

dignity; Responsibility and ac-

countability; Transparency and

explainability

Fully automated consequential deci-

sions without meaningful human in-

tervention; Retaliation for exercising

rights

3. Value, Redistribu-

tion, and Incentives

Economic Tools; Participation

and Collective Governance;

Rights and Duties

�Value with values� (shared bene-

�t); Non-discrimination and jus-

tice; Primacy of dignity

Commercialisation of especially pro-

tected attributes; Retaliation for exer-

cising rights

4. Legitimacy and

Multi-Actor Gover-

nance

Participation and Collective

Governance; Rights and Duties;

Public Sector Leadership

Responsibility and accountabil-

ity; Transparency and explain-

ability; Meaningful consent and

continuous control

Opaque transfers to third parties; Dark

patterns and lock-in

5. Sociocultural Co-

hesion and the Digi-

tal Commons

Public Sector Leadership and

Culture; Participation and Col-

lective Governance

Primacy of dignity; Non-

discrimination and justice;

Meaningful consent and continu-

ous control

Commercialisation of especially pro-

tected attributes; Dark patterns and

lock-in

6. Legal-Regulatory

Guarantees and En-

forceability

Rights and Duties; Technical

Standards and Audits; Public

Sector Leadership

Responsibility and accountabil-

ity; Legitimate purpose and pro-

portionality; Transparency and

explainability

All six limits function as enforceable

�oor; particularly intrusive collection,

opaque transfers, automated decisions
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B Glossary

Personal data. Any information relating to an identi�ed or identi�able natural person,

where identi�ability includes direct or indirect identi�cation by reference to identi�ers (name,

ID number, location data, online identi�er, etc.) or factors speci�c to identity. (Regulation

(EU) 2016/679, GDPR, Art. 4(1), and identi�ability test in Recital 26; Council of Europe,

Convention ETS No. 108, Art. 2(a); Charter of Fundamental Rights of the EU, Art. 8).

Inferred / derived data. Personal data generated by processing other data (provided or

observed) through analysis, including statistical modelling or machine learning, producing

new attributes, scores, predictions, or pro�les not directly supplied by the data subject.

(GDPR: pro�ling as analysis/prediction of personal aspects, Art. 4(4); Recital 30 on online

identi�ers leaving traces used to create pro�les; Recital 71 on pro�ling and assumptions

from analysing sets of data. WP29/EDPB typology: data provided, observed, and in-

ferred/derived is set out in Guidelines WP251rev.01 Article 29 Working Party, Guidelines

on Automated Individual Decision-making and Pro�ling (WP251rev.01), adopted 6 February

2018, endorsed by the EDPB.

Regulatory consequence for high-impact inferential uses: AI systems used in certain

high-stakes domains listed in Annex III (of the European Union AI Regulation) are treated

as high-risk when they fall within the Regulation's high-risk classi�cation rules, triggering

the Title III compliance regime (including information/transparency obligations, human

oversight, and conformity assessment requirements). (Regulation (EU) 2024/1689, AI Act,

notably Art. 6 (linking to Annex III) and Title III; Annex III; plus transparency/human

oversight and conformity assessment duties within Title III.)

Relational / co-produced data. Personal data that are generated by, or reveal, patterns

of interaction, association, or co-presence among two or more persons (e.g., communication

and social-graph data, household or co-location traces), such that the information cannot be

attributed exclusively to one data subject and may a�ect multiple persons simultaneously.

(Anchored in the breadth of personal data as information relating to any identi�able nat-

ural person: GDPR Art. 4(1), Recital 26; in communications con�dentiality protecting all

parties: ePrivacy Directive 2002/58/EC, Art. 5(1); and in EU law's recognition of shared

responsibility in data ecosystems via joint controllership: GDPR Art. 26, and CJEU case

law such as Case C-210/16,Wirtschaftsakademie (joint controllership in platform interaction

contexts).)
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Data sovereignty. A multidimensional governance construct designating the rights, ca-

pacities, and institutional arrangements through which individuals (and, where relevant,

communities and public authorities) exercise meaningful and e�ective authority over the col-

lection, processing, access to, use of, sharing of, and value creation from data�through: (a)

protection (fundamental-rights safeguards), (b) participation (agency and accountable gov-

ernance), and (c) provision (technical/organisational/legal-operational conditions that make

rights e�ective in practice). (UN GA Resolution A/RES/68/167 (2013) frames privacy pro-

tections in the digital age as a human-rights compliance demand; UN GA adopted the Global

Digital Compact as Annex I to A/RES/79/1 (22 September 2024), an intergovernmental

framework for digital cooperation (including data governance commitments); at EU level, the

triptych GDPR (rights protection), Data Governance Act (Regulation (EU) 2022/868) (data

governance mechanisms such as intermediaries/altruism/trust), and the Data Act (Regula-

tion (EU) 2023/2854) (access/portability and data-use rules) operationalises key pillars.)

Human dignity (conception used). Human dignity is treated as the inviolable, inher-

ent worth of every person, functioning in this paper as: (i) a foundational value grounding

privacy and data protection as rights (not merely interests), and (ii) a particularly weighty

constitutional interest that can justify strong constraints on certain practices�while re-

maining within the general structure of legal justi�cation and review in EU law. (Charter of

Fundamental Rights of the EU, Art. 1: �Human dignity is inviolable. It must be respected

and protected�; CJEU, Case C-36/02, Omega, recognising dignity as a legitimate public-

policy ground capable of justifying restrictions; EDPS, Opinion 4/2015, calling for dignity

at the heart of a new digital ethics and linking dignity to privacy/data protection; UNESCO

Recommendation on the Ethics of AI (2021), Section III (Values), placing respect for human

rights and fundamental freedoms and human dignity at the foundation of AI governance.)

Within this framework, a further conceptual clari�cation is useful. Individual dignity

refers to the subject as a bearer of rights and obligations with a unique identity�that is,

the individual considered as an element within a legal and institutional system. Personal

dignity, by contrast, incorporates the relational dimension of the moral subject: not only the

network of relationships that generate rights and duties, but also those grounded in shared

and transcendent values that extend beyond purely functional or institutional roles.

Thus, human dignity operates at the foundational level, expressing the inherent and equal

worth of every human being. Individual dignity represents the juridical and institutional ex-

pression of that worth, focusing on the individual as a rights-holder within a structured legal

order. Personal dignity deepens the account by emphasising the relational and moral consti-

tution of the person, highlighting dimensions of identity, responsibility, and community that
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cannot be reduced to formal rights alone. Together, they provide a layered understanding

of dignity that grounds legal protection while acknowledging the broader moral and social

conditions under which human beings �ourish.

Human disruption. Following Arendt (1973), we can say that human beings in society

are characterized by their capacity to act as unique individuals and to participate in a

shared world. In this paper, we use the term human disruption to refer to the impacts

that technological disruption may provoke on the status quo of the human being in society,

including: (a) impacts on the size and depth of the public sphere, and (b) impacts on the

human capacity to appear and act within it as a moral and relational subject.
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